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Abstract

While artificial intelligence technology has changed the production mode of
hu-man society, it has also exacerbated the occurrence of personal information
in-fringement. Deletion of personal information is an important manifestation of
the right to be forgotten and an important way to protect the right to personal
information. However, in the context of generative Al, the realization of the right
to be forgotten faces both technical and institutional dilemmas, and it is difficult to
implement both the current law and the traditional technology of deleting per-
sonal information. In order to strengthen the protection of the right to be forgot-
ten, based on the "inclusive and prudent” legal policy, further standardize data
collection, expand the interpretation of "deletion”, and strengthen the
ad-ministrative supervision of the process of generative Al processing personal
in-formation. Through the above measures, a balance between the protection of
the right to be forgotten and technological development can be achieved.
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1. Introduction

Generative Artificial Intelligence (hereinafter referred to as "generative AI"), as a new
paradigm in the development of artificial intelligence technology, is gradually applied to
various fields. According to the World Bank's Generative Al Report, the generative Al
market is expected to grow to $6.5 billion by 2026, growing at a CAGR of 34.9%, mak-
ing generative Al a high-speed engine for the growth of the digital economy.[1] Among
them, DeepSeck, an artificial intelligence company in China, has attracted attention with
breakthrough innovation based on the advantages of low cost, high efficiency and locali-
zation. Less than three months after DeepSeek released the AI model R1 on January 20,
2025, hundreds of A-share listed companies and almost all Internet platforms, as well as

government systems in Beijing, Guangdong, Jiangsu and other places, have successively
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connected to DeepSeek. Although generative Al such as DeepSeek has brought great
convenience to our production and life, the ultra-large amount of data processing and
complex model training behind it have brought great difficulties to the protection of the
right to be forgotten. Therefore, we must consider how personal information protection

can be achieved in the context of generative Al.

2. The basic theory of the right to be forgotten and the technical
principles of generative artificial intelligence

2.1. The basic theory of the right to be forgotten

The right to be forgotten has been widely discussed by scholars, mainly due to the 2014
judgment of the Court of Justice of the European Union in the Gonzalez case. Prior to this,
in order to strengthen the protection of personal information, Article 17 of the General
Data Protection Regulation ("GDPR") issued by the European Union in November 2012
officially added the "right to be forgotten and to erasure" (Right to be forgotten and to
erasure), and in March 2014, the GDPR was amended again to include the "right to be
forgotten and erasure" Reduced to "Right to erasure". Article 17 of the GDPR, which
came into force in 2018, defines the right to be forgotten: the right to erasure (right to be
forgotten) means that the data subject shall have the right to obtain from the controller
without undue delay the erasure of personal data concerning him or her that is incorrect,
etc., when "the personal data have become unnecessary in relation to the purposes for
which they were collected or otherwise processed", "the data subject withdraws consent",
"there is no lawful basis for the priority processing of personal data", "the personal data
has been unlawfully processed" The erasure of personal data is necessary in order to
comply with a legal obligation of the Union or Member State applicable to the controller"”
"When the data subject objects to the processing of personal data on marketing grounds",
the controller is obliged to erase the personal data without undue delay. [2]With regard to
the right to be forgotten, Chinese scholars have a great debate on the nature of its rights
and whether it should be transplanted, and those in favor believe that the recognition and
protection of the right to be forgotten is conducive to safeguarding human dignity and
promoting personality equality.[3] Opposing scholars believe that there is no substantive
difference between the right to be forgotten and the right to delete in China, and the es-
sence of the right to be forgotten is the right to delete, and the focus of the right to be
forgotten is not to forget, but to delete, and the right to delete is more in line with the es-
sence of the right.[4] The Civil Code provides for the protection of personal information
in principle, and the second paragraph of Article 1037 stipulates the "right to be forgot-

ten" for the protection of personal information in China.
2.2. Principles of generative Al technology

Whether it is DeepSeek, or generative Al such as DeepSeek, Doubao, and Kimi, they are
all large models based on deep learning, and there may be differences in the specific way
of data processing, but there is no difference in the data processing mechanism. In this
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paper, we take DeepSeek-R1 as an example to study its mechanism for processing data.
The design of DeepSeek-R1 is based on DeepSeek-V3, and the principle of machine
learning is the same, using the following technical route: simulating the operation of the
human brain to establish an N-latitude space, putting the collected data into the coordi-
nates of the N-dimensional space, and converting each word in the N-dimensional coor-
dinates into a series of numbers that can be understood by the machine, and the number
sequence represents the similarity between this token and other tokens in the
N-dimensional coordinates (the similarity between the available vectors, such as the co-
sine of the included angle, whose value falls on [0,1] interval and then calculate the sta-
tistical rules of natural language through powerful computing power.[5] Through the ob-
tained natural language statistical rules, the subsequent output content is continuously
predicted according to the prompt words entered by the user. The innovation of
DeepSeek-R1 is the use of multi-modal large models, which combine the advantages of
supervised learning and reinforcement learning through a staged training strategy. Ac-
cording to the official description of DeepSeek, the data processing mechanism of
DeepSeek-R1 is shown in Figure 1 below, which includes three links: data input, model

training, and data output.[6]
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Figure 1 ChatGPT's data processing mechanism
3. The dilemma of the protection of the right to be forgotten in
the context of the era of artificial intelligence

3.1. Institutional dilemma: The personal information protection system
is not perfect

China already has some legal norms for the protection of personal information, but
there is still a lack of governance norms for generative Al. At present, the laws regu-
lating generative Al mainly include: the Interim Measures for the Administration of
Generative Al Services (hereinafter referred to as the "Measures"), the Provisions on
the Administration of Algorithm Recommendation for Internet Information Services,
the Provisions on the Administration of Deep Synthesis of Internet Information Ser-
vices, etc., and the laws on the protection of personal information mainly include:
the Cybersecurity Law, the Data Security Law, and the Personal Information Protec-
tion Law. However, there is a lag in the law, and the above-mentioned laws only
make principled regulations on the legal issues caused by generative Al, and cannot
make specific provisions for predictive and recent problems, and the Artificial Intel-
ligence Law is still in the pipeline, so there is a lack of specific legal norms that can

be implemented to deal with the deletion of personal information caused by genera-
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tive Al. At present, the main laws governing generative Al are the Measures, but the
governance rules stipulated in them are too general, and it is difficult to implement
them in practice, whether it is a provider or a user of generative Al services. For
example, Article 13 of China's Personal Information Protection Law stipulates that
the consent of the personal information subject is required when processing per-
sonal information. Article 7 of the Measures also stipulates the rules for notification
and consent of information processing. However, when the rules of notification and
consent are specifically implemented, it is unrealistic to inform the subjects of in-
formation one by one. Moreover, a lot of information comes from the public envi-
ronment of the Internet. In addition, the terminology used in Article 11 and Article
14 of the Measures is different. Different terms are used in the two regulations on
the processing of personal information, one is erasure and the other is erasure. It
can be seen from the side that it is not easy to completely delete personal infor-
mation in the context of generative large models, but the inconsistency of the above
terms may cause some problems in the specific implementation of the Measures.[7]

3.2. Technical dilemma: Deleting personal information is not feasible

Compared with Al technology, generative Al uses a larger amount of data and more
complex technology, which further exacerbates the occurrence of personal infor-
mation infringement. On the one hand, generative Al collects a huge amount of data,
and it is impossible to implement the notification and consent rules required by law
to collect personal information. If Al products collect personal information based on
policies such as user consent to privacy terms, then generative Al collects personal
information without the consent of the information subject. It is understood that the
scale of DeepSeek-R1 parameters is 671 billion, and each token activates 37 billion
parameters. In addition, the official also provides multiple distillation versions, with
parameters ranging from 1.5 billion to 70 billion, to adapt to different hardware
scenarios. DeepSeek-R2 has 5.2 petabytes of training data and 1.2 trillion parameter
sizes. The data collected comes from a wide range of sources and is so large that it is
impossible to fulfill the obligation to inform the information subject one by one as
required by the Personal Information Protection Law. On the other hand, generative
Al is more autonomous than Al, that is, generative Al can automatically mine and
analyze and generate derivative data based on the collected raw data. In addition, Al
will accelerate the ability to make reasonable inferences from training data, which
may cause deleted data to be re-inferred and restored.[8] This is not the same as the
emergence of large models, which refers to the sudden emergence of new behaviors
or capabilities when the size or complexity of the model reaches a certain level.
There are three main reasons for the reappearance of deleted data: First,
DeepSeek's answer is not true or wrong, but based on the prompt words entered by
the user, hoping to get the user's satisfaction. Even if the personal information is

deleted, it is possible for the large model to generate similar information again
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based on the probability of union between that data and other data. Second,
DeepSeek will actively collect data about personal information in the process of
chatting with users, and incorporate it into the model for training, and the infor-
mation entered by users will affect the specific content generated subsequently.
Even if the original information is deleted, DeepSeek can learn from the user's input
patterns and appear similar information in subsequent content generation. The
third is that the data stored by DeepSeek may be leaked, causing the deleted infor-
mation to be re-involved in the model.

4. The path of legal protection of the right to be forgotten in the
context of the era of artificial intelligence

4.1. The basic concept of "inclusiveness and prudence”.

Under the circumstance that generative Al exacerbates personal information in-
fringement, personal information protection has changed from the traditional
"rights-based approach” to the "risk-based" public law approach.[9] "inclusiveness
and prudence" is an innovative regulatory approach that adopts an open attitude
towards emerging technologies while maintaining prudent oversight, aiming to en-
courage technological innovation and facilitate sustainable development. The risk
balance concept of "inclusiveness and prudence” means that we should not only pay
attention to scientific and technological research and development, but also pay at-
tention to the protection of personal information. "Inclusion” is reflected in the
support for the technological development, development and exploration of genera-
tive Al technology. Generative Al technology is the most cutting-edge technology of
today's era, spanning the fields of economy, education, scientific research, art, busi-
ness, etc., and has become a key technology between national competitions, and it is
a technology that requires great attention and support from the state. Generative Al
has become a high-speed engine for the development of the digital economy. If too
many restrictions are placed on the development of generative Al, China will be at a
disadvantage in the face of global scientific and technological development. There-
fore, the protection of personal information should be appropriately relaxed. "Pru-
dence" is reflected in paying close attention to the potential security risks of genera-
tive Al technology and preventing them in advance. The risk accumulation of gener-
ative Al is a gradual and multidimensional process, which involves multiple levels,
such as the complexity of technology research and development, the breadth of ser-
vice areas, and the uncertainty of its use.[10] The development of generative Al
technology has also given rise to a series of personal information protection issues,
such as the dissemination of false information and information leakage. Public au-
thorities undertaking prudential supervision should not only provide sufficient
room for the development of generative Al technology and a fault-tolerant environ-
ment, but also maintain a high degree of vigilance against the potential risks of per-

sonal information protection, and be able to take effective preventive measures in a

DOI: 10.63313/LH.9015

59 Law and Humanities



Xianjun Tan

timely manner.

4.2. The specific protection path

According to the risk balance concept of "inclusiveness and prudence”, the specific
path of personal information protection in generative Al is discussed:

Expand the interpretation of deletion. From the perspective of inclusiveness, China's
right to be forgotten is a passive defensive right, which can only be exercised under
the circumstances stipulated by laws and administrative regulations, and in the case
of not causing adverse consequences or posing danger to others, if too much atten-
tion is paid to the protection of the right to be forgotten, it is not conducive to im-
proving the enthusiasm of R&D personnel to pursue high-tech progress. Therefore,
an inclusive governance strategy should be given for the development of generative
Al, and the standard of deletion obligation for generative Al should be appropriately
reduced. Artificial intelligence is divided into weak artificial intelligence, strong arti-
ficial intelligence, and superartificial intelligence according to the degree of intelli-
gence. Although DeepSeek is amazing, it is still a weak artificial intelligence, and we
are still in the era of weak artificial intelligence. It is precisely because of the tech-
nical problems of algorithms and models that it is difficult to delete personal infor-
mation, but technical problems are unavoidable, and we can only try our best to al-
leviate the dilemma of personal information deletion, and we need to find other
reasonable ways to protect personal information that cannot be solved after tech-
nological innovation. From the perspective of legal provisions, one provision in the
Measures provides for deletion and the other provision for elimination, indicating
that the legislator is also aware that it is technically impossible to completely delete
personal information in generative Al. In addition, there is a lag in the law, and in
the face of the difficulty in applying the rules, it is possible to expand the interpreta-
tion of the provisions to meet the current dilemma of personal information protec-
tion and the differences caused by the inconsistency of the provisions. The purpose
of expanding the interpretation is to expand the scope of application of the law itself
to meet the changing needs of society. Since it is not possible to achieve the absolute
legal obligation to erase, it can be interpreted by expanding the interpretation to
mean that as long as the personal information output by the generative Al is not
visible, the deletion of personal information is in fact deemed to have fulfilled the
legal obligation to erase. If there is no infringement of personal information rights
when collecting data at the information input end, there will be no infringement of
personal information at the information output end, and even if there is a personal
information infringement based on a large model at the information output end,
then we can also play a role in protecting personal information as long as we keep
the personal information unavailable at the information output end. In generative Al
products, when the output result contains information that infringes on personality

rights, the personal information can not appear in the result of the generative Al
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output by prohibiting the generation of the result or prohibiting the user from
knowing the result, so as to achieve the effect of actually deleting the information,
and the information is still stored in the model's database for model training. For
example, Open Al has trained an Al model that filters harmful content (i.e., a filtering
model) to identify harmful user input data and model output data (i.e., content that
violates its usage policy), so as to control the input and output data of the model.[11]
From the perspective of expanded interpretation, the factual methods of deleting
personal information from generative Al, such as disconnecting links, disabling user
access, and encrypting output results, are broadened to alleviate the deletion di-
lemma caused by technical shortcomings.

Standardize data collection. From a prudent point of view, the protection of personal
information is not only the compensation of property, but more importantly, the
protection of individual personality rights. Although generative Al has become a key
technology for the development of science and technology, the personality rights of
information subjects are incomparable to anything, and it is necessary to be cau-
tious about the processing of data by generative Al and grasp the bottom line of
maintaining personal dignity. If the legal regulation of generative Al should start
with the legal regulation of algorithms, then the legal regulation of algorithms
should start with the legal regulation of data, and the most important thing in the
legal regulation of data is to ensure data compliance. In the context of generative Al,
the effect of pre-prevention of personal information protection is better than pun-
ishment after the fact. Both the PIPL and the Measures stipulate that, except in spe-
cial circumstances stipulated by law, the collection of information shall be subject to
notification and consent from the information subject. Clearly, current rules for in-
formation gathering have hindered the development of generative Al and need to be
adapted to apply them. There are two ways in which generative Al collects infor-
mation: active and passive.[12] For the personal information actively collected by
generative Al it is divided into general personal information and personal sensitive
information according to the sensitivity of the information. Then, for general per-
sonal information that does not normally involve the personality rights of the in-
formation subject, we can legally adopt the rule of "implied consent” - as long as the
information subject does not explicitly object, generative Al developers can legally
process this personal information.[13] The key lies in the collection of sensitive
personal information, and China's Personal Information Protection Law stipulates
the definition and scope of sensitive information. Compared with general personal
information, sensitive information is still a minority, and it still requires the express
consent of the information subject before it can be collected. Information is divided
into private information and public information based on whether it is disclosed,
and disclosure lies in the possibility of making unspecified persons aware of it, but
the disclosure of personal information is not always voluntary, and there are also

situations where personal information is disclosed by a third-party platform, that is,
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disclosure is divided into voluntary disclosure and involuntary disclosure. For per-
sonal information that is voluntarily disclosed, refer to the above rules for the han-
dling of general personal information and sensitive personal information. For in-
voluntarily disclosed personal information, the current processing rules of Chinese
law require that the principle of necessity be followed. It is very difficult to define
the necessary meaning from the positive side, and we can stipulate the bottom line
of generative Al's collection of public information from the negative side, as long as
the processing does not infringe on the personality rights of the information subject.
The information passively collected by generative Al mainly comes from conversa-
tions with users, and the collection of conversation content can also refer to the
above-mentioned rules for the collection of general personal information and sensi-
tive personal information.

Strengthen administrative regulations on generative Al products. While continu-
ously promoting the development of generative Al technology, we should also pay
close attention to and prevent problems that may arise in the development of gen-
erative Al in accordance with the concept of "inclusiveness and prudence”, and the
most suitable subject to undertake this obligation falls on the administrative au-
thorities. At present, there are many institutions exercising administrative functions,
and the situation of generative Al infringing on personal information is complex, in-
cluding network, data, technology, etc., and it is easy to form a chaotic situation
without a unified digital regulatory authority to oversee and coordinate the work of
various departments. Therefore, generative Al should be administratively regulated
by a dedicated digital regulatory authority, and the regulatory authority should as-
sume the responsibility of coordinating the supervision of generative Al and pro-
tecting the rights of information subjects. The details are as follows:

First, establish a unified administrative licensing system and policy for generative Al
development.[14] Taking into account the requirements for the data and computing
power required to develop generative Al, generative Al developers should first ap-
ply to the administrative authority for the qualification to develop the product be-
fore developing the product, and the administrative agency shall review the devel-
oper's self-regulatory plan and compliance plan, and use the review results as the
license qualification for the development of generative Al products. Through the
administrative licensing system, it is forbidden to privately develop generative Al
products, which can not only filter products that infringe on information subjects in
advance, but also trace the source of infringing products in the later occurrence of
generative Al infringement incidents, so as to facilitate unified and centralized su-
pervision.

Second, in the process of generative Al training, strengthen the supervision of the
data processed by the provider and the disclosure of the interpretation of the algo-
rithm. The supervision of data processing includes whether the provider complies
with the above rules in collecting personal information, reviewing the quality of
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personal information after data cleansing and data desensitization, and using the
review results as an important reference for whether it can be included in the model
for training. For the algorithm used in training, the provider is required to provide a
relatively reasonable explanation. In addition to conducting unscheduled reviews of
data processing and algorithmic interpretation, the focus should also be on the pre-
vention and treatment of generative Al infringement of the right to be forgotten, and
the timely handling of technological risks. Providers have technical expertise and
are more sensitive to potential security breaches, and should take primary respon-
sibility for risk prevention and handling.

Third, conduct a comprehensive evaluation of generative Al products before they
are put into use. Generative Al involves a wide range of fields, and the establishment
of risk assessment should also be based on the integration of all aspects, including
the synthesis of the assessment subject, the assessment aspect, and the assessment
results. The comprehensive assessment subject means that the assessment subject
should not only be artificial intelligence technicians, but also experts in the fields of
law, economics, ethics and other fields; In terms of assessment, it refers to the risk
assessment of data set leakage, the assessment of bias of data set, the assessment of
data set attack resistance, and the identification and evaluation of sensitive infor-
mation of data set.[15] The comprehensive assessment results refer to the evalua-
tion of the safety, reliability, controllability, and fairness of generative Al to deter-
mine the risk level of the product. Through a comprehensive assessment, a decision
will be made on whether to put the generative Al product into use based on the
evaluation results, and the risk of infringement of personal information will be con-
trolled before it is put into public use.

4. Conclusion

Problems caused by technology must be solved by technology after all. In practice,
we need to clarify the relationship between the protection of personal information
and the development and utilization of personal data, and grasp the boundary be-
tween the two. In order to cope with these difficulties and reduce the risks brought
by the development of generative Al to personal information protection, we have
rescued the deletion of personal information in the generative Al scenario based on
the risk balance concept of "inclusiveness and prudence". While promoting the con-
tinuous development of generative Al, we should pay attention to and prevent the
problem of personal information deletion.
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