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Abstract

In recent years, the development of big data and other technologies has brought
many convenient services to people's lives. However, the advent of the era of big
data has prompted the continuous change and expansion of the scope of the con-
cept of personal information. The concept of personal information is no longer a
"pre" precise definition, but a dynamic judgment process. China's legislation and
practice integrate these ideas and reshape the definition of the concept of person-
al information. The theoretical basis of the legislative model of personal infor-
mation is the theory of identification, combined with the way of summary and
illustration. At the same time, the rapid development of science and technology
has also subverted the social scene established by the traditional tort law. The
infringement cases of personal information are becoming more and more fre-
quent, but the single application of the principle of fault imputation and the prin-
ciple of no fault liability can not complete the mission of personal information re-
lief.The author believes that we should establish a system of imputation principle
of damage compensation liability with the coexistence of fault liability and fault
presumption on the basis of learning from and absorbing foreign laws and ac-
cording to our national conditions. In terms of the liability effect of personal in-
formation infringement, we should recognize the diversified liability methods,
improve the compensatory liability methods, and the punitive compensation sys-
tem should be more future oriented, so as to make the personal information in-
fringement relief system in line with the development trend of the times.
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Personal information right; Elements of tort liability; Imputation principle;
Responsibility bearing mode

1. Introduction

Personal information security has always been a topic of concern for all sectors of
society. Statistics show that more than 70% of netizens have had their personal
identity information leaked, including various types of private and sensitive infor-
mation such as name, education, and home address... In 2015 alone, netizens suf-
fered a total loss of about 80.5 billion yuan due to personal information leakage,
spam, fraud, and other phenomena, with an average of about 124 yuan per person.

[1]As for the daily express delivery sent and received by residents, there is a blind

spot in the real name supervision of express delivery, and over 70% of netizens'
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personal life information has been leaked. As early as the introduction of the real
name system for express delivery, this system has sparked heated discussions from
all sectors of society: on the one hand, the tragic and real cases have made people
urgently call on the government to further strengthen the supervision of personal
information; On the other hand, in response to the serious situation of personal in-
formation leakage in the current society, people are becoming more concerned
about the security of personal information under the real name system of express
delivery.

A citizen in Qinghai, who had just purchased a new house, faced a barrage of har-
assing phone calls from various decoration companies, but did not know where
those companies obtained his phone information from. In real life, it is not uncom-
mon for people to face such troubles. According to relevant research results, the
scope of personal information leaked by netizens is very wide, with nearly 80% of
netizens' personal identity information being leaked, including personal information
such as ID numbers, work units, and company addresses; About 60% of netizens'
personal online activity information has been leaked, including sensitive infor-
mation such as usage records, IP addresses, software usage traces, and geographic
locations. Nearly 85% of surveyed netizens believe that personal information leak-
age has had a significant impact on their normal production and life, indicating that
personal information infringement has become a normalized problem in current so-
ciety.

2. Organization of the Text

2.1. The Evolution of Personal Information Infringement

2.1.1. Theoretical Development of the Concept of Personal Information

The implementation of the Personal Information Protection Law is based on evalu-
ating whether specific types of information are personal information. Only when
specific information is considered personal information, will it be subject to the su-
pervision and protection of the Personal Information Protection Law, and infor-
mation subjects can enjoy the rights stipulated by law. Information processors or
infringers will assume legal obligations. Therefore, the different definitions of the
concept of personal information will directly affect the scope of personal infor-
mation protection and the value orientation of legislation. It is necessary to address
practical issues with clearer theories.[2]

The premise of studying the liability for personal information infringement is the
definition of the term 'personal information'. The theoretical theories that define the
concept of personal information mainly include identification theory, association
theory, abolition of static concept theory, and new knowledge theory.

Identification theory is the earliest theory to define the concept of personal infor-

mation, which divides personal information into personal information and non per-

DOI: 10.63313/LH.9020

2 Law and Humanities



Zigian Cheng

sonal information, and defines personal information based on whether there is an
objective and identifiable possibility between the information and the subject.
However, this theory is sometimes limited to the types of personal information
listed in legislation, which makes personal information protection inadequate;
Sometimes, overemphasizing the role of technology and neglecting the legal signifi-
cance of "identification" leads to the static nature of the concept of personal infor-
mation. These two levels of issues can provide reference for China's personal infor-
mation legislation. The National Institute of Standards and Technology in the United
States has proposed the "association theory" in addition to the "identification theo-
ry". The association theory advocates the identification from information to indi-
viduals, that is, knowing or collecting other information about a specific individual,
emphasizing the dynamic nature of the definition of personal information. With the
advent of the big data era, the application of traditional information protection laws
is also constantly changing. Especially with the development of information recogni-
tion technology, non personal information is gradually being identified as personal
information, indicating that the attributes of personal information are highly dy-
namic. Abolishing the static concept theory indicates that the definition of the con-
cept of personal information should be approached from a broader perspective and
advocates that it should not be limited to the concept of personal information in the
legal system. However, its drawback is that it cannot determine the scope of person-
al information protection laws. The new identification theory is developed on the
basis of traditional identification theory, understanding personal information as a
"spectrum"”, with one end being unidentifiable information, followed by indirect
identification of personal information, and then direct identification of personal in-
formation.

From the above theory, the rapid development of science and technology has pro-
moted the continuous change and expansion of the scope of the concept of personal
information. International legislation and practice tend to define relevant rights and
obligations based on dynamic risks in the context rather than static information
types. [3]The concept of personal information is no longer a precise definition in
advance, but a dynamic evaluation process. Chinese legislation and practice need to

integrate these concepts and redefine the concept of personal information.

2.1.2. The legislative model of the concept of personal information in China

There is no unified legislation on personal information in our country, and we only
rely on other laws, regulations, and judicial interpretations. Article 76 of the Cyber-
security Law promulgated in 2016 stipulates that "personal information refers to
various types of information recorded in electronic or other ways that can be used
alone or in combination with other information to identify the personal identity of a
natural person, including but not limited to the name, date of birth, identification

number, personal biometric information, address, telephone number, etc." Article 1
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of the "Interpretation on Several Issues Concerning the Application of Law in Han-
dling Criminal Cases of Infringement of Citizens' Personal Information" promulgated
by the Supreme People's Court and the Supreme People's Procuratorate in 2017
further clarifies that "citizens' personal information" includes identification infor-
mation and activity information, The term "personal information" refers to various
types of information recorded electronically or in other ways that can identify a
specific natural person's identity or reflect their activities, including name, ID num-
ber, communication and contact information, address, account password, property
status, and whereabouts. Article 1034 of the Civil Code of the People's Republic of
China clearly stipulates that "personal information is various types of information
recorded electronically or in other ways that can identify a specific natural person
individually or in combination with other information, including the name, date of
birth, ID number, biometric information, address, telephone number, email address,
health information, whereabouts information, etc. of a natural person. Information
Protection Law Article 4 stipulates that "personal information refers to various
types of information related to identified or identifiable natural persons that are
recorded in electronic or other forms, excluding information that has been anony-
mized." From this, it can be seen that the theoretical basis of China's personal in-
formation legislation model is the identification theory, combined with a summary

and illustrative approach.

2.2. Principle of Attribution of Liability for Personal Information In-
fringement

The principle of attribution of liability for infringement refers to the criteria and
principles used to determine the tortfeasor's liability for infringement when their
actions cause harm to others. The principle of attribution of liability for infringe-
ment is the core of the Tort Law, which determines important elements such as the
constituent elements of tort liability. Studying the principle of attribution for per-
sonal information infringement is an unavoidable part of solving the problem of
personal information infringement. [4]The author will analyze and compare the dif-
ferences in the principles of attribution for personal information infringement be-
tween other countries and China, in order to better understand the attribution prin-
ciples established in the current applicable personal information protection laws in
China.

2.2.1. Extraterritorial reference to liability for personal information infringe-
ment

The European Union and the United States have established relatively complete
personal information protection systems as early as the last century. The EU follows
the legislative tradition of the civil law system and adopts a centralized and unified
legislative model; The United States follows the legislative tradition of the Anglo

American legal system and adopts a decentralized legislative model.
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The formation of the EU's personal information protection model stems from the
long-standing commodity economy structure in Europe. Article 23 of the 1995 EU
Directive stipulates that the EU adopts the principle of no fault liability for the pro-
tection of personal information. The most stringent General Data Protection Regula-
tion (GDPR) internationally not only strictly regulates the allocation of burden of
proof for personal information and the way in which liability for damages is borne,
but also re establishes more rigorous regulations on the scope of personal infor-
mation protection. From the perspective of burden of proof, Article 5 of GDPR does
not require the infringing party to demonstrate subjective fault, as long as the in-
formation subject proves that the infringing party's handling of information was il-
legal or improper, resulting in certain harmful consequences. From the perspective
of liability for infringement, GDPR not only applies the principle of no fault, but also
further extends the scope of data protection accountability, establishing that when
there are two or more infringing parties, they should bear joint and several liability.
The establishment of this joint liability system makes it easier for citizens to hold
themselves accountable. [5]From the perspective of personal information infringe-
ment liability, GDPR also stipulates the liability for property damage compensation.
Overall, the EU still adopts the four elements theory for the composition of personal
information infringement, but designates information managers as specific com-
pensation subjects, and the traditional subjective fault elements are also replaced by
specific subjects.

The regulations on personal information protection in the United States are scat-
tered among legal provisions such as the Privacy Act and the Electronic Communi-
cations Privacy Act. The Privacy Act stipulates that the government and public in-
stitutions should apply the principle of no fault liability. The Freedom of Information
Law stipulates that "regardless of other legal provisions, the defendant must pro-
vide a substantive response within 30 days after receiving the plaintiff's appeal.”
The Freedom of Information Law also stipulates that the plaintiff's legal fees should
be reasonably borne by the losing party to balance the natural imbalance of material
possession between the two parties in infringement cases. From the perspective of
maximizing the protection of citizens' personal information rights and interests, this
bill supplements the unequal status of citizens in infringement cases by increasing
the responsibility of infringing parties and reducing the cost of citizen litigation. In
legal practice, for specific cases of infringement of personal information, the first
thing to consider is whether there are specialized regulations in a specific field. If
there are special regulations, they shall be followed. If there are no special regula-
tions, the principle of fault liability shall be applied in accordance with the provi-
sions of general infringement.

2.2.2. Principles and improvement opinions on the attribution of liability for
personal information infringement stipulated by Chinese laws

The EU and the US have adopted different legislative models and attribution princi-
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ples for the protection of personal information, as mentioned earlier. The principle
of no fault attribution adopted by the European Union and the United States has a
clear and concise logic, and adopts a uniform approach to the issue of compensation
for personal information infringement damages. However, the application of com-
pensation for damages is relatively single, without distinguishing between compen-
sation for damages and non damages or distinguishing between the means of han-
dling the subject. [6]0Our country's legislation has taken into account the complexity
of issues such as information network entities, rights holders, and attribution rea-
sons, and has conducted a balance of interests to develop reasonable standards for
classifying the principles of compensation for personal information infringement
damages. The Personal Information Protection Law combines the advantages of
uniformity in the European Union and the United States, and takes into account the
difficulty for victims to prove the elements of fault. It incorporates the principle of
presumption of fault and provides a single provision for the subjective attribution
principle of compensation for personal information infringement.

Article 69, Paragraph 1 of the Personal Information Protection Law stipulates: "If
the processing of personal information infringes upon the rights and interests of
personal information and causes damage, and the personal information processor
cannot prove that they are not at fault, they shall bear the liability for damages and
other infringement liabilities." This provision clarifies the principle of presumption
of fault for compensation for personal information infringement damages, but it still
cannot exclude fault from the constituent elements of the claim for compensation
for personal information infringement damages.

The liability for compensation for infringement of personal information is distin-
guished according to different types of personal information, and different attribu-
tion principles are established. This provision is undoubtedly more comprehensive
and specific. Standardizing it as fault liability would be detrimental to the legitimate
rights and interests of natural persons, as in cases of infringement of personal in-
formation rights, natural persons often find it difficult to prove the fault of the per-
petrator, and even to determine the specific perpetrator. However, it is not appro-
priate to classify it as a presumption of fault liability, as it does not reflect special
protection for sensitive personal information. The appropriate approach should be
to apply no fault liability for infringement compensation arising from the handling
of sensitive information; The liability for infringement compensation arising from
the handling of non sensitive personal information shall be subject to the presump-
tion of fault liability. The reason for this is that sensitive information is related to
significant legal interests such as the dignity of natural persons, so its handling be-
havior itself is a highly dangerous behavior in law. In principle, the handling of sen-
sitive information should be prohibited, but exceptions should be made based on
various higher interest needs. In this situation, the responsibility of the processor is
heavier. Secondly, the processing of sensitive information objectively opens up
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Pandora's box, and processors have the ability to control their processing behavior.
Therefore, according to the requirements of danger opening theory and danger con-
trol theory, processors of sensitive information should also bear fault liability. Once
again, applying fault liability to sensitive information infringement liability will also
increase the cost of processing sensitive personal information, making it difficult for
general processors with insufficient capabilities to easily handle such information.

This can better include personal information in the protection umbrella.[7]

2.3. Personal Information Infringement Liability Method

2.3.1. Preventive responsibility for diversity

In order to establish a more comprehensive and thorough relief system for personal
information infringement, the liability for personal information infringement cannot
be limited to one point. While considering compensating for the consequences of the
infringement that has already occurred, it is also necessary to pay attention to the
legal interests that may be infringed in the future. Among them, preventive liability
is essential and can effectively provide prior protection for victims. When personal
information is infringed, obstructed or threatened by criminals, whether the damage
results or whether the information processor is at fault does not affect the victim's
request for the information processor to assume preventive responsibility. Preven-
tive liability can be summarized into three categories:

1. Common preventive liability for infringement of personality rights. There are
mainly two types: one is the preventive liability for personality rights infringement
stipulated in Article 995 of the Civil Code, such as the destruction and cancellation of
books, periodicals, and documents that contain content that infringes on personal
information; Secondly, Article 997 of the Civil Code stipulates that if a natural per-
son has evidence to prove that the perpetrator is committing or about to commit a
personality rights infringement, and failure to stop it in a timely manner will cause
irreparable damage to the legitimate rights and interests of the natural person, the
natural person has the right to apply to the court for an injunction. Issuing a ban
may prompt information processors to promptly block and block information, pre-
venting the spread of harmful consequences.[8]

2. The preventive liability for personal information infringement is reflected in the
Civil Code. Article 1037 of the Civil Code clarifies the right to correct and delete
personal information, and the anonymization measures stipulated in Article 1038 (1)
can also serve as a way to assume liability for infringement when a natural person's
personal information is being or will be infringed upon. If a natural person discovers
that the personal information processed by an information processor is incorrect,
they have the right to raise objections and request necessary measures such as
timely correction; If a natural person discovers that an information processor has
processed their personal information in violation of laws, administrative regulations,

or the agreement between both parties, they have the right to request the infor-
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mation processor to delete it in a timely manner

3. The preventive liability for personal information infringement is reflected in the
Personal Information Protection Law. It mainly includes: firstly, the measures for
suspending the provision of products and services as stipulated in Article 47 (2) of
the Personal Information Protection Law. The main manifestation is that when the
information processor improperly or violates the agreement of the parties to pro-
cess personal information, and it is technically difficult to delete the personal infor-
mation, the personal information processor should stop processing other than stor-
age and take necessary security protection measures. The second is the encryption
and de identification measures stipulated in Article 51 (3) of the Personal Infor-
mation Protection Law.[9] When natural persons face specific risks of personal in-
formation leakage or abuse, they can request information processors to use pseu-
donyms or other technical means to replace the identification of personal infor-

mation.

2.3.2. Dual compensatory liability approachreventive responsibility for diver-
sity

If personal information is infringed upon by criminals and actual damage conse-
quences have occurred, natural persons have the right to request information pro-
cessors to bear some compensatory responsibilities. According to different protec-
tion purposes and compensation methods, the above liability bearing methods can
be roughly divided into two categories:

1. Restore the original state. In a broad sense, restoration to the original state refers
to timely remedial measures to restore the personal information rights and interests
of natural persons to their pre injury state. It specifically includes restoration to the
original state, elimination of impact, restoration of reputation, and apology in a nar-
row sense. There are several issues worth noting regarding this: firstly, when the
victim requests compensatory liability, the scope of exposing personal information
cannot be expanded to avoid secondary damage. Secondly, in a narrow sense, the
restoration of the original state is not limited to the restoration of tangible damages.
The technical measures mentioned above, such as correction, deletion, anonymiza-
tion, and de identification, used to eliminate intangible damages, can also be used as
specific methods for restoring the original state after the damage results occur.
Thirdly, if the restoration of the original state still cannot restore the damaged per-
sonal information rights and interests to their original state, compensation for loss-
es should be taken.

2. Compensation for losses. The damage results of personal information infringe-
ment include various types, including property damage and mental damage, thus
giving rise to multiple methods for calculating the amount of compensation for
damages. Firstly, for those who cause property damage, there are three main meth-
ods for calculating the compensation amount: firstly, compensation is based on ac-

tual losses, and the scope of compensation includes not only direct benefits such as

DOI: 10.63313/LH.9020

8 Law and Humanities



Zigian Cheng

economic losses and reputation damage caused by information leakage, but also in-
direct benefits lost due to rights protection actions. [10]The second is to compen-
sate for the improper benefits obtained by the tortfeasor through infringement, such
as profits obtained through illegal sale or use of personal information. Thirdly, when
it is impossible to accurately determine the actual losses and the scope of benefits
obtained, the court can make a discretionary decision on the amount of damages
compensation based on individual cases. Secondly, the Personal Information Protec-
tion Law does not provide clear provisions on the compensation system for mental
damages caused by personal information infringement. According to Article 1183,
Paragraph 1 of the Civil Code, if the personal rights and interests of a natural person
are infringed upon, the victim has the right to request compensation for mental
damages under the following two conditions: firstly, the object of infringement is the
personal rights and interests of the natural person. Secondly, it must cause serious
mental harm. The provision regarding "causing serious mental harm" as a necessary
element is not entirely reasonable in my opinion. On the one hand, the damage to
personal information has a latent effect, and victims have great difficulties in prov-
ing the severity of their mental damage, which has led to many courts rejecting vic-
tims' claims on the grounds that their lives are not seriously disturbed; On the other
hand, both the EU's General Data Protection Regulation and Germany's Federal Data
Protection Act have the requirement to remove the requirement of "causing serious
mental harm" as a necessary element, reflecting the human rights supremacy ten-
dency of contemporary personal information legislation that puts people first. The
victim only needs to prove that they have suffered sufficient mental pain to request
relief, and multiple factors are considered to determine the amount of compensation
for mental damages, such as the subjective malice of the infringer, the mode and oc-
casion of the infringement, and the severity of the damage caused.

2.3.3. A punitive damages system for the future

Due to the complex consequences of personal information infringement, it is neces-
sary to introduce a punitive damages system to achieve the damage prevention
function of infringement law, which is an inevitable development of the law. The
reasons are as follows: firstly, to punish and deter information processors. In the era
of big data, the interests carried by personal information are becoming increasingly
significant. If we do not crack down severely on infringing personal information
processors, there will be cases where information processors, due to the huge bene-
fits brought by personal information, disregard legal punishment and take risks to
commit infringement. At this point, information processors' pursuit of personal in-
formation interests will surpass their reverence for legal punishment mechanisms,
making it impossible to achieve the goal of deterring and deterring those who intend
to commit infringement but fail to do so.[11] But the punitive damages system can
precisely suppress the improper information processing behavior of personal in-
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formation processors, thus playing a preventive and deterrent role. Secondly, fill the
compensation gap. Due to the complex nature of personal information infringement,
victims often face objective difficulties in obtaining evidence. Under normal circum-
stances, victims who have suffered personal information infringement find it diffi-
cult to fully demonstrate the original state of the infringement after their personal
information has been infringed, and some victims may not even realize that their
personal information has been infringed, let alone collect and submit all the evi-
dence of the infringement on their own. The punitive damages system can effective-
ly remedy all losses suffered by the victim, making the infringer bear the full com-
pensation obligation for the consequences caused by their harmful behavior, and
can supplement the legislative deficiencies caused by the inability of the infringed to
provide complete evidence. Thirdly, encourage victims to actively safeguard their
personal information rights and interests. The property characteristics of personal
information are often manifested in the storage of a large amount of information on
relevant media. Given that the property characteristics of individual natural person
information are relatively insignificant compared to a large amount of information,
coupled with the high cost of seeking legal remedies for individuals who have in-
fringed on personal information. [12]Faced with the asymmetry between the cost of
safeguarding rights and the benefits of winning a lawsuit with relatively small
property characteristics, most victims of infringement choose to silently bear the
infringing behavior and not pursue the infringer's actions. The purpose of the puni-
tive damages system is to improve this situation, advocating for the active exercise
of relevant civil litigation rights by providing a benefit driven approach.

3. Conclusion

Personal information is a distinguishing feature in the era of big data, carrying vari-
ous legal interests of different subjects. Due to the complexity of personal infor-
mation and the blank of China's personal information protection law, various issues
of personal information infringement have emerged one after another. For example,
the app forcibly, frequently, and excessively requests permissions and collects per-
sonal information beyond its scope; Illegal dissemination of commercial information;
Disregarding users' right to fair trade and using big data to 'kill' them; Abuse of facial
recognition data; Monitor and monitor personal privacy, etc. Therefore, this article
explores the definition of the concept of personal information rights and the princi-
ples of liability for personal information infringement. Based on the achievements of
foreign legislation, it is believed that the scope of personal information is constantly
changing with the development of technology. Only by establishing a system of liabil-
ity for damages that combines fault liability and fault presumption can the mission of
personal information relief be achieved. In this regard, China's Personal Information
Protection Law should establish a responsibility system with preventive, compensa-

tory, and punitive functions in order to fully utilize the remedial function of the Per-
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sonal Information Protection Law and safeguard the personal information security of

natural persons.
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