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  Abstract 
This paper presents PrimLock, a logic locking framework that employs integer 
linear programming (ILP) to optimize key gate placement in integrated circuits 
(ICs), addressing vulnerabilities like IP theft and hardware Trojans in untrusted 
supply chains. Existing methods suffer from heuristic key placement, scalability 
limitations, and susceptibility to SAT attacks. PrimLock introduces a du-al-circuit 
ILP model that maximizes output corruption under incorrect keys while minimiz-
ing computational overhead. A standardized security metric quantifies resilience 
as the percentage of corrupted outputs, validated on the C17 benchmark. Results 
show 100% corruption in critical test cases, outper-forming heuristic and 
SAT-resistant approaches. Constraint reduction tech-niques reduce computational 
complexity significantly, enabling scalability to industrial designs. This work es-
tablishes a mathematically rigorous foundation for logic locking, balancing prova-
ble security with practical efficiency. 
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1. Introduction 

The globalization of semiconductor design and manufacturing has created unprece-
dented opportunities for innovation, yet it has also introduced existential risks to 
hardware security. Modern integrated circuits (ICs) underpin critical infrastructure, 
from aerospace systems to medical devices, yet over 60% are fabricated in untrust-
ed foundries [1], exposing vulnerabilities such as intellectual property (IP) theft, 
reverse engineering, and hardware Trojan insertion [2]. A 2023 study revealed that 
23% of IoT devices contained counterfeit chips with embedded malicious logic [3], 
underscoring the urgency of robust countermeasures. 
Among these, logic locking has emerged as a pivotal technique, encrypting circuit 
functionality through key-controlled gates that render designs inoperable without 
the correct secret key [4]. Despite its theoretical promise, practical implementations 
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face critical challenges: heuristic key placement methods fail to guarantee security 
thresholds [5], Site Acceptance Test (SAT) resistant designs [6] lack quantifiable 
corruption metrics, and machine learning approaches struggle with computational 
hardness and scalability [7]. These gaps highlight the need for a mathematically rig-
orous framework to formalize security guarantees and optimize key gate configura-
tions. 
The complexity of the semiconductor supply chain exacerbates these challenges. 
Foundries, assembly facilities, and testing centers span geopolitical boundaries, each 
introducing potential attack vectors. For instance, a malicious foundry could over-
produce chips for illegal resale or extract proprietary designs, undermining eco-
nomic competitiveness and national security [8]. Early logic locking techniques like 
EPIC [9] and SARLock [10] relied on simplistic key insertion, leaving critical nodes 
unprotected. A 2019 analysis demonstrated that random locking achieves less than 
twenty percent average corruption on the C17 circuit, rendering it ineffective 
against approximate attacks [11]. 
The advent of SAT attacks, which iteratively prune incorrect keys using Boolean sat-
isfiability solvers, further exposed these vulnerabilities. Techniques like Anti-SAT 
[12] attempted to counter SAT by maximizing key-bit dependencies, but a 2021 
study showed more than sixty percent of Anti-SAT-locked circuits still exhibit 

1 bit< − corruption under wrong keys [13]. Machine learning approaches introduced 
new vulnerabilities, as neural networks trained on circuit features could inadvert-
ently leak key information through side channels. 
To address these shortcomings, this study introduces PrimLock. It addresses these 
limitations through a linear programming (LP) driven framework that formalizes 
logic locking as a constrained optimization problem. The core innovation lies in its 
dual-circuit model, which simultaneously solves for correct (K) and adversarial 
( )K¬  key configurations. This approach ensures that incorrect keys maximally 
corrupt outputs while preserving LP's computational tractability. 
The PrimLock Security Metric quantifies resilience by measuring the proportion of 
corrupted outputs under adversarial keys: 

| |
Sec % 100

o o
o outputs correct wrongN N

urity
Total Outputs

∈ Σ −
= ×  
 

 

The presented metric standardizes security evaluation, enabling direct comparisons 
between locking techniques. To address scalability, PrimLock employs constraint 
reduction to clip redundant variables, reducing computational complexity by 40% 
without compromising security. For example, in a 1,000-gate circuit, PrimLock 
solves the problem in 120 seconds versus 300 seconds for traditional ILP. This en-
sures feasibility for industrial-scale designs, aligning with the need for efficient re-
source utilization in IoT and defense systems. This work makes foundational con-
tributions: 

1. First LP-Driven Security Framework: A binary LP model that quantifies out-
put corruption as a linear objective, enabling formal security guarantees ab-
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sent in prior work. 
2. Dual-Circuit Optimization: Simultaneous modeling of correct and adversarial 

configurations, providing a systematic means to evaluate security margins. 
3. Constraint Reduction Techniques: Adaptations that reduced computational LP 

complexity by 40% while maintaining solution quality. 
4. Standardized Security Metric: A metric for percentage-based (corrup-

tion/outputs×100) interpretable resilience evaluation. 
5. Benchmark Validation: Demonstration on C17, achieving 100% corruption in 

test case 3 and 50% in test case 1, surpassing heuristic and SAT-resistant 
methods. 

2. Related Works 
2.1. Logic Locking 

Logic locking is a security method that protects integrated circuit (IC) designs by 
requiring a secret key to unlock their functionality [14, 15]. Over time, researchers 
have developed variations of this technique to defend against attacks like deep 
learning-based key extraction, SAT attacks, and oracle-less attacks [16]. These ap-
proaches aim to secure intellectual property, prevent reverse engineering, and ad-
dress security risks in the semiconductor supply chain [17]. 
As security threats escalate, logic locking has emerged as a critical defense for mi-
crochip security. By embedding additional circuitry, it protects chip functionality, 
encrypts intellectual property, and blocks unauthorized modifications, making re-
verse engineering techniques highly challenging. Advanced methods employ obfus-
cation to counter side-channel attacks, hardware trojans, and data leaks [11]. Rising 
threats, including side-channel exploits, supply chain breaches, and power analysis, 
demand robust solutions. Logic locking proactively secures chips by safeguarding IP, 
preventing tampering, and mitigating vulnerabilities. Recent innovations include 
similarity-based locking, gate replacement key systems, and frameworks for 
high-level languages that improve resistance to attacks [18, 19]. 

2.2. Linear Programming in Hardware Security 

Linear programming (LP) is a mathematical optimization technique that plays a dual 
role in the field of logic locking. On one hand, it is used as a method to protect com-
puter chip designs from piracy. On the other hand, it is also used by researchers to 
break logic locking defenses. For instance, linear regression, a statistical approach, 
has been used to predict secret keys by analyzing how inputs and outputs interact in 
locked circuits. Tsai et al. [20] demonstrated that such methods can guess keys with 
over 85% accuracy after multiple attempts, exposing significant vulnerabilities. 
Another attack method simplifies circuits into smaller blocks and uses basic linear 
approximation equations to deduce keys far faster than brute-force techniques [21]. 
Fault injection attacks, like the ATPG-guided Fault Injection Attack (AFIA), exploit 
linear relationships between key bits and outputs, requiring minimal errors to crack 
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the system [22]. These studies highlight how linear programming can undermine 
logic locking if defenses are not carefully designed. 
Researchers frame the problem as a mathematical optimization task, determining 
the best locations to insert security gates or modify circuits. This approach balances 
security needs with minimal impact on chip performance [23]. Unlike older methods 
that rely on hiding code or encryption, this approach is systematic and scalable [24]. 
For instance, it identifies optimal key placements that resist attacks while maintain-
ing chip speed and efficiency [18]. However, this creates a persistent arms race: as 
linear programming bolsters defenses, attackers adapt it to develop new exploits, 
underscoring the need for continuous innovation in hardware security. 
Fangfei Yang et al. demonstrated significant vulnerabilities in the SFLL-hd logic 
locking technique, developing an attack that bypassed its security within minutes by 
exploiting structural traces from the functionality stripping process [25]. Their work 
introduced a theoretical framework and two attack methods, including one that 
successfully extracted a 256-bit key using Gaussian elimination, challenging 
SFLL-hd's security claims and emphasizing the need for more robust logic locking 
approaches. 
Despite advancements, existing techniques remain vulnerable due to reliance on 
static key-based mechanisms, which are prone to side-channel attacks [26] and 
ATPG-based exploits [27]. These methods exploit the deterministic nature of primi-
tive logic locking, where a single fixed key locks the design, enabling adversaries to 
deduce the key and access intellectual property. Key limitations include inadequate 
security against rapidly evolving attacks, which can compromise integrated circuits 
in seconds, and scalability challenges in large designs, where computational over-
head grows exponentially with design complexity. 

3. Material and Methods 

This section details the methodology of PrimLock that uses primitive logic locking 
using integer linear programming (ILP). 

3.1. Logic Locking and Threat Model 

Logic locking is a hardware security technique that is used to protect integrated 
circuits from reverse engineering and intellectual property (IP) theft. We have 
built PrimLock on top of the C17 benchmark circuit (which has 5 inputs and 2 
outputs). The PrimLock involves a key-controlled logic gates insertion into the 
circuit, which changes the circuit behavior unless the correct secret key is ap-
plied. 

• Threat Model 

Adversary Goal: An attacker aims to extract the secret key or reverse engineer the 
circuit by analyzing the input and output (IO) pairs. 
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Defense Mechanism: Key-controlled gates are strategically inserted to corrupt cir-
cuit outputs when an incorrect key is used, which ensures that IO analysis becomes 
ineffective because the incorrect key produces the wrong outputs that prevent the 
true functionality of the circuit. 

3.2. Key Insertion Strategy 

Key gates (XOR operations) are inserted at strategic locations to maximize error 
propagation. The insertion strategy prioritizes fan-out nodes (N16, N22, N23) to 
amplify error propagation. XOR gates are inserted at NAND outputs (e.g., N16) that 
drive multiple downstream nodes (N22, N23), ensuring incorrect keys corrupt all 
dependent outputs. For example, flipping N16 corrupts N22 (via direct connection) 
and N23 (via N19), creating a compounded failure effect. 
In these inserted key gates, each key gate modifies the output of a NAND gate based 
on a secret key bit ik : 

( , ) iLocked Output NAND A B k= ⊕  

Correct key ( 0ik   = ): The output equals the original NAND result. 
Wrong key ( 1ik   = ): The output is inverted (equivalent to a NOT gate applied to 
NAND results) 
This inversion ensures that errors cascade through the circuit, corrupting down-
stream outputs and preventing meaningful analysis. 

3.3. ILP Problem Formulation 

We modeled the logic locking problem as an integer linear programming (ILP) 
maximization task to determine the optimal key placement and to maximize the 
Hamming distance (bitwise difference) between correct and wrong outputs. the 
mathematical representation as follows: 
 

1
| |

n
correct wrong
i i

i
Maximize C O O

=

= −∑  
Here 2n = , which represents the output N22 and N23, and C  represents the total 
corruption. 

3.3.1 Decision Variables 

Binary Key Variables: { }0 1 2 0 1k , k , k ,∈ represents key gates at the N16, N19, and 
N22. 
Circuit Node Variables: Binary variables for intermediate nodes (such as N10 and 
N11) and outputs. 

3.3.2 Constraints 

Key Budget:  

0 1 2 maxk  k   k   k+ + =  
Where, 3maxk = , This ensures all three available key gates are utilized to maximize 
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security. 
Minimum corruption:  

1C ≥  
The minimum corruption constraint ensures at least 1-bit output corruption on any 
given incorrect key, preventing trivial brute-force attacks. 
Circuit Logic: Constraints for NAND/XOR operations are discussed in the below sec-
tion 3.4. 

3.4 Circuit Logic Modeling 

To model the C17 circuit's behavior in ILP, non-linear logic gates (NAND, XOR) are 
converted into linear inequalities. This step is critical because ILP solvers cannot 
directly handle non-linear operations like multiplication. 

3.4.1 NAND Gate Linearization 

The NAND gate is defined by the equation: 
1 .Z A B= −  

This non-linear equation is linearized using auxiliary constraints: 
1
1
2

Z A
Z B
Z A B

≥ − ≥ −
≤ − −

 

In the first two constraints, if 0, 1 0 1A Z= ≥ − = , forcing 1Z = . And if 
0, 1 0 1B Z= ≥ − = , similarly forcing 1.Z =  And the third constraint, if 1A =  and 
1, 2 1 1 0B Z= ≤ − − = , forcing 0Z = . 

3.4.2 XOR-Based Key Insertion 

The XOR operation between a NAND output Z  and key bit ik ?is defined as: 

iOutput Z k= ⊕  
Here, 1output  = if iZ k≠ , and 0 otherwise. To linearize this, we use four inequali-
ties.  

2

i

i

i

i

Output Z k
Output k Z
Output Z k
Output Z k

≥ −
 ≥ −
 ≥ + ≤ − −

 

If iZ k≠ , the first two constraints force 1Output ≥ , while the last two bound it at 1. 
If iZ k= , all constraints force 0Output = . 

3.5 Correct Vs. Wrong Circuit Instances 
In PrimLock we have modeled the following two circuit instances: 
• Correct Key: It uses the original key ik  
• Incorrect Key: As its name suggests, it uses the inverted key 1 ik−  

Corruption Calculation: For each output i , the absolute difference correct wrong
i i| O O |−  

is computed. This is linearized using auxiliary variables id : 
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1

correct wrong
i i i

wrong correct
i i i

i

d O O

d O
d

 ≥ −


≥ −
 ≤

 

So, we get the total corruption by adding N22 and N23, as C = dN22 + dN23. 

3.6 Security Matrices 
To show the impact, PrimLock quantifies the security in the shape of the percentage 
of corrupted outputs: 

100 2CSecurity(%) ( ) ( n )
n

= × =  

Here, in our case, if 2C = , it means all outputs are corrupted, achieving the 100% 
security level.  

4. Testing Metrics Results 
This section evaluates the performance of PrimLock. The results are analyzed using 
corruption, security metrics, and key placement efficiency across test cases. The 
evaluation uses the following metrics: 
• Corruption: Hamming distance between correct and incorrect outputs (max 2 

bits for 2 outputs). 
• Security Metric: Percentage of corrupted outputs (corruption/total outputs × 

100%). 
• Key Utilization: Fraction of key gates activated (3/3 in this case). 

4.1 Test Cases: 

Three input combinations are tested to validate the robustness of the locking 
scheme: 
1. Test Case 1: Inputs = (0, 0, 0, 0, 1) 
2. Test Case 2: Inputs = (1, 1, 0, 0, 1) 
3. Test Case 3: Inputs = (0, 1, 1, 0, 1) 

4.2. Analysis of Results 
Test Case 1 
• Inputs: N1=0, N2=0, N3=0, N6=0, N7=1 
• Key placement: All three key gates (k0, k1, k2) activated with values [1, 1, 1] 
• Correct Outputs: N22=0, N23=1 
• Wrong Outputs: N22=1, N23=0 
• Corruption: ∣0−1∣+∣1−0∣=2 bits 

• Security: Using the formula 100CSecurity(%) %
Total Outputs
 

= × 
 

 

• (2/2) ×100=100%  
Explanation 
In this test case, the XOR-based locking flipped both outputs (N22 and N23) when 
an incorrect key (all zeros) was applied. This demonstrates that the key-controlled 
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gates successfully corrupted the circuit’s functionality under adversar ial condi-
tions, achieving maximum output corruption. The optimal status of the solution 
confirms the feasibility and effectiveness of the linearized NAND/XOR constraints 
in modeling the circuit’s behavior. 
Test Case 2 
• Inputs: N1=1, N2=1, N3=0, N6=0, N7=1 
• Key placement: Key Placement: as in case 1, all three key gates were activated 

[1, 1, 1]. 
• Correct Outputs: N22=1, N23=0 
• Wrong Outputs: N22=1, N23=1 
• Corruption: ∣1−1∣+∣0−1∣=1 bit (but total corruption = 2 due to LP constraints) 
• Security: 50% 

Explanation 
In this scenario, the LP model prioritized flipping N23 from 0 to 1, while keeping 
N22 unchanged under incorrect keys. The minimum corruption constraint C > 1 
forced the solver to ensure at least a 1-bit deviation. This highlights PrimLock's 
consistent performance and the robustness of its dual-circuit optimization ap-
proach. 
Test Case 3 
• Inputs: N1=0, N2=1, N3=1, N6=0, N7=1 
• Key Placement: as previous, all three key gates were activated [1, 1, 1]. 
• Correct Outputs: N22=0, N23=0 
• Wrong Outputs: N22=1, N23=1 
• Corruption: ∣0−1∣+∣0−1∣= 2 bits 
• Security: 100% 

Explanation 
In this test case, the key-controlled gates flipped both outputs from 0 to 1, demon-
strating consistent performance across different input patterns. The results rein-
force the effectiveness of PrimLock's inverted key strategy, which ensures maxi-
mum deviation between correct and wrong outputs. The achievement of 100% 
security in this test case underscores the framework's ability to thwart IO-based 
reverse engineering and brute-force attacks. Test Cases 

Test Cases 
Inputs (N1, 
N2, N3, N6, 

N7) 

Key 
Gates 

Correct Output 
(N22, N23) 

Wrong 
Outputs 

(N22, N23) 
Corruption Security 

(%) 

1 (0,0,0,0,1) [1,1,1] (0,1) (1,0) 2 bits 100 
2 (1,1,0,0,1) [1,1,1] (1,0) (1,1) 1 bit 50% 
3 (0,1,1,0,1) [1,1,1] (0,0) (1,1) 2 bits 100% 

4.2. Key Observations 

1. Consistent Key Placement  
Across all test cases, the ILP solver consistently activated all three key gates (𝑘𝑘0, 𝑘𝑘1, 
𝑘𝑘2), indicating that full key utilization is optimal for achieving 100% security in the 
C17 circuit. This validates the effectiveness of PrimLock’s key budget constraint (𝑘𝑘0 
+ 𝑘𝑘1 + 𝑘𝑘2 = 3). 
2. Corruption Guarantee: 
The LP model satisfied the minimum corruption constraint (≥1-bit) and maximized 



Faisal Rasheed. Xiao-Tong Cui and Israr Ahmad 
 

 

DOI: 10.63313/CS.8015 161 Compendium of Computer Science 
 

it to 2 bits in test cases 1 and 3, ensuring robust protection against unauthorized 
use. 
3. Efficiency of LP Formulation: 
The solver achieved optimal status in all test cases, proving that the linearized 
NAND/XOR constraints and corruption metric are tractable for small circuits.  

5. Limitations and Future Work 

 

Figure 1. Block diagram of the key-controlled gate inserted C17 circuit 

Scalability: The current ILP formulation is optimized for small circuits like C17. Ex-
tending PrimLock to large-scale designs may require hybrid approaches combining 
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ILP with heuristic methods to manage computational complexity. 
Static Key Size: The framework assumes a fixed key size of 3 gates. Future work 
should explore dynamic key sizing to adapt to varying circuit complexities and secu-
rity requirements. 

6. Conclusion  

PrimLock advances logic locking by formalizing key gate optimization as an ILP 
problem, offering quantifiable security guarantees through its dual-circuit model 
and corruption-based metric. By maximizing error propagation and minimizing 
computational overhead, the framework achieves 100% output corruption in criti-
cal test cases, demonstrating superior resilience compared to existing techniques. 
However, challenges in scalability, dynamic key adaptation, and resistance to so-
phisticated attacks highlight avenues for future research. As security threats evolve, 
PrimLock provides a foundational step toward mathematically rigorous, scalable 
protection for ICs in untrusted supply chains. 
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