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Abstract

The use of large language models (LLMs) in high-stakes domains like engineer-ing
and public policy is hindered by their tendency to hallucinate—generating factu-
ally incorrect or unverifiable information. Although technical mitigations such as
Retrieval-Augmented Generation (RAG) and Reinforcement Learning from Human
Feedback (RLHF) exist, they are typically applied as isolated point-solutions,
lacking a unifying framework. This paper analyses the archi-tectural roots of Al
hallucination, classifying them into cognitive gaps and sta-tistical biases, and then
shows the shortcomings in current mitigation strategies. To address this, we in-
troduce the TRUST model, which is a systematic structure built on five intercon-
nected pillars: Transparency, Reliability, Uncertainty, Su-pervision, and Traceabil-
ity. The TRUST framework serves as the architectural basis to orchestrate existing
technologies and establish accountability in the lifecycle of Al and to build robust
and accountable Als for vital societal applications [2].

Keywords

Al hallucination; large language models; trustworthy Al; TRUST model; retriev-
al-augmented generation (RAG); human-AlI collaboration

1. Introduction

Generative artificial intelligence (Al), especially large language models (LLMs), such
as GPT-4 and Llama, has brought about automation and cooperation of Al in hu-
man-machine systems [25]. Such models have remarkable language efficiency in
text generation, complex reasoning and code generation, used for everything from
advanced medical diagnostics to the management of urban infrastructure [14]. But
this revolutionary power is undermined by deep, built-in risk: Al hallucination [3].

Hallucination in Al refers to the generation of content that is semantically and syn-
tactically coherent but factually wrong, nonsensical, or completely fabricated [1].
These are not simple errors but confident fabrications that are notoriously difficult
for non-specialists to detect. The effects go far beyond academic interest. In law
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practice an LLM can generate a new, non-existent precedent; in medicine it can gen-
erate plausible but potentially hazardous treatment strategies [26] [4].

In this article, we consider public engineering and infrastructure, which are at seri-
ous stake. Imagine a municipality engineer asking an LLM to analyze pressure drop
in a water main. The model, which statistically associates "cast iron" with "corro-
sion,” is perhaps capable of writing an exhaustive report detailing the problem as
internal corrosion — complete with invented rates of corrosion and estimates of
just how thick the remaining wall might be. If, for example, the real issue was a bro-
ken valve or sensor, this hallucinated diagnosis might mean needless and expensive
excavations while pushing off the actual repair. These situations exemplify how hal-
lucinations of Al can have a direct impact of both wasting funds, and most danger-
ously also public safety issues [5].

This paper contends that handling Al hallucination involves addressing more than
isolated technical solutions; it calls for a holistic, system-level framework. First, we
diagnose the mechanistic and architectural causes of hallucination. Second, we pre-
sent a classification based on cognitive gaps and statistical biases. Then we review
prevailing mitigation strategies like RAG and RLHF. We identify a critical gap: the
lack of a cohesive model to ensure these techniques work in synergy. Last, we pre-
sent the TRUST model as the main contribution to the field. The framework formal-
izes the synergy between technological innovation and human-centric governance
via its five pillars—Transparency, Reliability, Uncertainty, Supervision, and Tracea-
bility—that collectively provide a structured path for building Al systems that are
both intelligent and deeply trustworthy [6].

2. Lecture Review

Grounding our contribution within the existing research field, this section examines
current knowledge of Al hallucination, its etiology as well as the commonest reme-
dial approaches grounded in seminal literature and recent lectures to provide a
place of standing for our contribution in the extant academic ecosystem and context
through literature at large. This review shows that although the field has advanced
diagnosis, it lacks an integrated coherent prescriptive narrative, a void this work
seeks to fill [7].

2.1. Diagnosing the Core Causes of Hallucination

The prevailing research attributes Al hallucination to several interconnected tech-
nical failures. In the first place, the basic probabilistic foundation of Large Language
Models (LLMs) is an initial source. As Ji et al. [1] write in their detailed survey, LLMs
create segments in a series, i.e., by way of tokens, in response to statistical probabil-
ities, which can cause a failure mode known as "confabulation," in which the ML
model relies too much on its parametric knowledge (internal weights) and not
enough on context. This is compounded by the fact that models trained on a large,
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uncrated corpus have internalized inaccuracies and biases in them. These then man-
ifest as factual hallucinations [1] [8].

Second, specific architectural limitations have been pointed out. Liu et al. referred to
this as the “lost-in-the-middle” problem and described its major weakness, which
states that models often ignore vital information located in the middle of long con-
texts [27]. Their study found that, even when relevant information is present in the
prompt, its position has strong effects on model performance and results in re-
sponses that disregard key evidence [27]. Coupled with the difficulty of accurately
following challenging instructions, this deficiency often leads the model to come up
with plausible-sounding information as a shortcut to fill in the blanks [9].

2.2. Prevailing Mitigation Strategies and Their Limitations

The research community has responded with a suite of tactical solutions. A promi-
nent strategy is Retrieval-Augmented Generation (RAG), pioneered by Lewis et al.
[14], which grounds the LLM by first querying an external, verifiable knowledge
base. This paradigm shift reduces the model's dependence on its flawed parametric
memory and enables source attribution, directly countering confabulation by priori-
tizing retrieved information [14]. Another widely adopted approach is Reinforce-
ment Learning from Human Feedback (RLHF), which aligns model outputs with
human preferences for truthfulness and helpfulness, as demonstrated by Ouyang et
al. [22]. Their work established that fine-tuning pre-trained models via RLHF signif-
icantly improves their ability to follow instructions and reject inappropriate or ficti-
tious prompts [3] [10].

2.3. The Critical Gap: The Lack of a Unifying Model

However, a critical examination of literature reveals a major deficiency: the state of
the art is fragmented and reactive. Methods like RAG [1] and RLHF [22] are power-
ful but tend to be implemented as isolated point-solutions. They target very partic-
ular symptoms of hallucination, rather than governed by an overarching framework
designed to ensure that these components act in synergistic harmony. The literature,
as reported by the survey done by Ji et al. [11], does a good job of cataloguing the
‘how’ behind each of the individual problems but lacks a comprehensive ‘what’ and
‘why’ to inform the entire Al development journey. Essentially, the field does have a
large toolkit, but the architectural blueprint to systematically architect reliable sys-
tems is absent. This survey of foundational papers demonstrates a firm grasp on the
mechanics of Al hallucination and a growing toolkit of mitigatory measures. How-
ever, the lack of a comprehensive and prescriptive model remains the problem in
developing an Al that will always be reliable and capable of handling data consist-
ently. The state of the art, although useful, has not been brought to a formalized dis-
cipline of engineering. It is this identified gap — the absence of a unifying model —
that informs directly the main contribution of this essay [12].
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3. Theoretical Foundations

The review of the lecture made clear that hallucinations are no random mistakes;
they are derived from inherent principles of the way LLMs function. To combat hal-
lucination efficiently, one first has to recognize its origins. As LLMs are not "think-
ing" entities but are high-dimensional function approximators trained on represen-
tation of the probability distribution of the next token in a given sequence [14]. The
only thing they aim at is fluency in sequences, not truth. This essence gives rise to

two sources of hallucination foremost [14].

3.1. Selecting a Template

There are essentially two types of Al hallucinations, and both fall under two domi-

nant categories based on the operational paradigm of the model we trained for:

[ Sources of AI Hallucinations ]

J
v v

Statistical Biases
Probability distributions
lead to overconfident

Cognitive Gaps
Models gev\emhze

b d traini
efon train "9 context extrapo[a‘tions

Figure 1. Cognitive and Statistical Sources of Al Hallucinations

e  Cognitive Gaps are those that illustrate how Al models generalize beyond what
they learn in the learning environment. These are not models that really speak
to people; they extrapolate from learned patterns. Challenging with
out-of-distribution or unexpected inputs, they produce plausible but
off-putting outputs when presented with a range of factors. Such deficiencies
may be temporal knowledge gaps (they cannot know any events after their
training cutoff) and epistemic blind spots (lack of access to private or proprie-
tary data), in this case they are especially detrimental in dynamic fields like
civil engineering [15].

. Statistical Biases arise from the probabilistic core of Al models. Decisions are
made based on learned distributions of probabilities, leading to overconfi-
dently extrapolated answers. The model generates outputs which mirror the
widely observed patterns in training data despite them being incorrect or in-
admissible in a correct usage context. ‘Stochastic parrot’ [4], as fluency dis-
guises insufficient ground level understanding [16].

3.2. The taxonomy of Al hallucinations Categories

By categorizing hallucinations into these three dimensions - Factual, Logical, and
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Contextual, we can achieve more than a generic definition of “wrong outputs” and
obtain a more precise judgment of it, how and why Al may be an error. That is be-
cause each of the three classes in the taxonomy of Al hallucinations have their own
specific failure modes, and so the effects of those types can be devastating in certain
high-stake fields such as engineering. These three categories are integral to diag-
nosing failures and developing how to target interventions for them, like in the
TRUST model, in a targeted manner [20].

Factual Hallucinations occur when an Al model generates content that is outright
contradicting established empirical evidence. This is because it is susceptible to the
statistical bias of the model; it tends to outweigh a common or probabilistically
likely data point instead of ground truth. For instance, an LLM might give the yield
strength of a typical steel alloy to 400 MPa instead of the ideal 250 MPa because it is
found often in the training data or is statistically similar. One such error in material
properties would lead to major mistakes in technology in the engineering field, like
a structural beam might not be of specified size making bridge and building unsafe.
Such hallucination effectively undermines the Reliability pillar of the TRUST model
of the output, as the output is grossly wrong and therefore untrustworthy [21].
Logical Hallucinations are those where there is no or little internal reason so the
output has a conclusion that is not corresponding to its premises. This fail-mode
starts with cognitive holes; the model misbehaves by modulating syntactic and se-
mantic frameworks when it does not actually understand causality. An example
could be an Al that identifies a broken pipework as a spill because of corrosion but
proposes a solution — say, an internal lining — but the latter one gets no further
into the problem. The reasoning is clearly not so internal: If the problem is one
that’s external, the solution should find a way to address the exterior. These kinds of
logical mistakes can lead engineers to follow expensive, useless actions in remedia-
tion efforts, waste precious time and money and, ultimately, delay work on repairs.
To avoid this issue, we can do so more Transparency in front of the faulty logic and
apply Supervision so that humans will be smarter at detecting these logical fallacies
[22].

Contextual Hallucinations happen when a model, faced with unclear or missing in-
formation that can be relied upon in its narrow context, comes up with plausi-
ble-sounding explanations to be expected in a world that doesn't contain this infor-
mation to fill in those gaps. This is something like confabulation, since the model is
always in search of logic and completeness. This is dangerous particularly in engi-
neering data analysis. For example, when processing a time-series dataset in struc-
tural health monitors and missing values are present, an LLM can produce a “normal”
vibration reading to correct the lack of data between observations (this can happen
when reading in the frame with a missing entry in it) instead of finding gaps in the
data [19]. This hallucinated data point might mask the very early warning signs of a

catastrophic failure, such as structural resonance or fatigue. It underlines the fun-
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damental relevance of the Uncertainty and Traceability pillars. To build a reliable
system, it is crucial that the system quantifies the uncertainty of missing data and
has the track record of all it receives and leaves behind, so human operators can tell

between a measured value and fillers they manufactured.

A Taxonomy of Categories
Common Hallu- : : :
cination Types Hallucination Type Description Exampleclonn}f:ftl neering

Output contradicts veri-

Stating an incorrect mate-

unverified assumptions.

Factual fiable facts. rial strength value for a
steel alloy.
Reasoning is internall Recommending a repair
Logical oning 1s y that contradicts the diag-
inconsistent. :

nosed cause of failure.

X . Inventing a sensor read-
Contextual Model fills data gaps with ing to complete a

time-series dataset.

Table 1. A Taxonomy of Common Hallucination Types

4. TRUST Model: A Holistic Framework

To address the shortfall observed in the lecture review, we introduce the TRUST

model which provides a conceptual framework to guide the orchestration of mitiga-
tion techniques for a unified strategy within a defense-in-depth framework. It fills

the void offered with an architectural blueprint and turns a collection of standalone

tools into a coherent engineering discipline. The model is built on five intercon-

nected pillars which are elucidated below [23].

Transparency Reliability

Making model processes and
data sources interpretable to
users

R
T

Ensuring stable, consistent, and
repraducible outputs.

.R.US.T U
Traceability Uncertainty
Retaining a full, immutable Quantifying and
audit trail for accountability communicating the model's
and debugging. confidence in its outputs.
[ _’

—‘_/

Supervision

Maintaining mandatory human
oversight for critical decisions.

Figure 2. The TRUST Model for Al Reliability

The Five Pil- Categories
lars of the
TRUST Model Pillar Definition Example Application
Making model process- An XAl dashboard showing the
Transparency es and data sources source documents a RAG system

interpretable to users. used for its recommendation.

Ensuring stable, con- Cross-validating multiple models

Reliability sistent, and reproduci- runs to ensure consistent recom-
ble outputs. mendations for the same query.
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The Five Pil- Categories
lars of the
TRUST Model Pillar Definition Example Application
Quantifying and com- A UQ module providing a confi-
. municating the model's dence interval (e.g., 0.5 mm/yr +
Uncertainty confidence in its out- 0.2 mm/yr) for a corrosion rate
puts. prediction.
Maintaining mandatory A rule requiring a licensed engi-
Supervision human oversight for neer to approve any Al-generated
critical decisions. work order before excavation.
Retaining a full, immu- Logs capturing the user query,
Traceability table audit trail for retrieved data, model parameters,
accountability and de- final output, and human review-
bugging. er's decision.

Table 2. The Five Pillars of the TRUST Model
5. Implementing TRUST Model
5.1. The RAG Model

5.1.1. The RAG Workflow in Practice

In smart city management, the city council works under the RAG system whose
knowledge system is constantly updated with live inspection data, sensor feedback
from the hydrogen sulfide level network, and the city’s GIS. The workflow as shown
in Figure 1 progresses through the two essential stages:

Engineer Query

Query Transformation
Convert to Vector Embeddin

Semantic Search
in Knowledge Base

Retrieves/Retrieves Retrieves

ntinuously Updated Know

Sensor Data City GIS Data Failure Models
H:S Levels & Other Metrics & for Similar Manholes

N —

Prompt Augmentation

Live Inspection Reports

Combine Retrieved Context

l

LLM Generation
Produce Summary & Recomr

|

Final Output
Condition Prediction & Inspe

Figure 3. Retrieval-Augmented Generation (RAG) Workflow for Smart City Infrastructure
Management
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Retrieval: When an engineer asks, “What is predicted to be the condition of manhole
MH-07-42B, and what is the suggested priority for its re-inspection?”, the method
implements a vector embedding on the query. This embedding performs a semantic
search of the knowledge base and retrieves the most recent inspection reports for
MH-07-42B, recent sensor readings around MH-07-42B, and failure models for sim-
ilar manholes in the region [26].

Augmentation and Generation: These verifiable passages are augmented with the
new query and generated as an augmented prompt. This context-rich prompt is then
shown to the LLM that produces a summary and recommendation only based on the
provided live data, vastly reducing hallucinations coming from stale or generalized
parametric knowledge [28].

5.1.2. Critical Limitations of Standalone RAG Systems

RAG is an important safeguard in the sense that it avoids factual hallucination, and
responses are grounded in evidence from without. However, as an Al-based system,
it functions as an open-loop system with many critical drawbacks, which restrict its
reliability even under certain high-risk conditions [14].

» The Retrieval Reliability Problem: The reliability of RAG is entirely dependent up-
on the quality and relevance of documents being returned. If the evidence is out of
date, conflicting, or of poor quality, the LLM will confidently produce responses
based on this flawed information. It does not have a natural system to determine the
reliability of the retrieved sources or to measure the system's confidence in them.

¢ The Black Box of Certainty: The system never displays that it had found a settled,
well-documented answer or that it was cobbling together a flimsy, speculative an-
swer using fractured and incomplete data. An engineer gets a strong recommenda-
tion, without worrying about the data quality, resulting in a very false sense of secu-
rity [14].

« Lack of Accountability and Traceability: Although RAG can attribute sources, there
is no automatic chain of custody of decision that is long-lasting and auditable. If a
RAG-based recommendation results in a failed inspection or wasted resources, there
is no audit trail created to reconstruct which data points were retrieved, how
weighting was obtained by the model, and why alternative assumptions were dis-
counted. This complicates post hoc analysis and accountability [14].

¢ Absence of Mandatory Human Oversight: There are no compulsory supervision
gates in standard RAG implementations. There is no mechanism for routing
low-confidence and high-risk recommendations automatically to a human expert for
review prior to acting. That puts very crucial infrastructure decisions in the hands of
an automated system with no necessary human-in-the-loop gate.

5.1.3. Enhancing RAG with the TRUST Framework

The workflow below illustrates how the TRUST pillars are operationalized in this
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RAG system in order to realize a robust, accountable Al

Figure 4. TRUST-Enhanced RAG Workflow for Smart City Management

While the standard Retrieval-Augmented Generation (RAG) workflow offers a foun-
dational defense against Al hallucination by placing responses in the domain of in-
formation from the physical world, it presents an open-loop method with substan-
tial limitations in high-stakes scenarios [14]. We have added the TRUST framework
to cover this void, which ensures accountability and safety as the architecture has
several levels of trust and responsibility. The new workflow adds an Uncertainty
Quantification module that computes the quality and completeness of retrieved data
using confidence scores, which is one mechanism that directly leverages the Uncer-
tainty pillar. This module triggers a Human Supervision Gateway for low confidence
outputs, requiring an expert review before a major decision is made. In addition, the
system has a Transparency Dashboard for source attribution and a Traceability Log
that logs every step of decision making from the first query through to the final
product, creating a complete audit trail that must be maintained for all deci-
sion-making. These improvements transform RAG from a purely technical solution

to a responsible Al system; this concept incorporates the benefits of knowledge
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grounding in a RAG paradigm that provides Reliability, calibrated confidence, and
critical human oversight — this is the very essence of how RAG is translated into the
five interconnected pillars of the TRUST.

5.2. The RLHF Model

While Retrieval-Augmented Generation addresses the knowledge side of hallucina-
tion, Reinforcement Learning from Human Feedback (RLHF) helps with the behav-
ioral side and aims to create model outputs that match human preferences like
truthfulness and helpfulness. But like RAG, standalone RLHF has important draw-
backs. The TRUST framework offers the necessary enabler framework for moving
out of a performance-driven tuning paradigm to a robust, responsible system for
ensuring an Al’s reliability [22].

5.2.1. The Classic RLHF Workflow in Practice

RLHF is a multi-stage process designed to fine-tune a pre-trained LLM to produce
outputs that are more desirable and safer according to human judgment. The ca-

nonical workflow, as established by Ouyang et al [22]., consists of three key phases:

Classic RLHF Workflow

Pre-trained Foundation Mod

Step 1: Supervized Fine-Tume
SFT an human demaonstratio

[ ¥
Step 2: Reward Model Traim
Human labelers rank output

v

Reward Model

._\\ /J.
A '

Step 3: RL Fine-Tuming
PPO optimization against Re

Aligned Model

Figure 5. The RLHF Lifecycle
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Pre-trained model is first fine-tuned on a set of high-quality data with hu-
man-written demonstrations of ideal outputs. This tells the model how to structure
and style their responses.

Reward Model (RM) Training: Once the RM model is trained, we need to present
various model outputs and show them to human labelers who rank the results from
most to least preferred. That target state then becomes our raw data for condition-
ing an independent "reward model" to decide which output a human would prefer.
The model learns a proxy for human values such as truthfulness and helpfulness.
Reinforcement Learning (RL) Fine-Tuning: The main LLM is fine-tuned versus the
trained reward model by Proximal Policy Optimization (PPO) or equivalent. Outputs
come from the LLM; the Reward Model scores them and updates the LLM to maxim-
ize its reward, thereby internalizing human preferences.

5.2.2. Critical Limitations of Standalone RLHF

RLHF also tends to generate more cohesive and productive chatbots, but it does not
provide a panacea. They are limited in their potential as a stand-alone approach for
high-stakes applications, where reliability is paramount. One problem is called re-
ward hacking, in which the model gets optimized to optimize for a reward model’s
score instead of what that value adds to overall human value. Such outputs, however,
tend to be verbose, sycophantic or so risk-averse that they are utterly unhelpful and
establish a myth of helpfulness without substance whatsoever. And that what con-
stitutes a “good” output is itself often not straightforward. This means that human
preferences tend to be less objective, and reward models struggle to punish more
subtle logical fallacies or technical inaccuracies that labelers may not always ob-
serve, providing an important “gray area” of truthfulness that compromises a real
dependability of a decision. Even the method faces practical issues of its own. The
very reliance on high-quality human feedback creates high economies of scale and
costs, limiting the training data diversity and causes inadequate testing of the model
on infrequent yet important edge cases. Adding to this is an inherent opacity - the
reward model is a black box offering no interpretation and is therefore hard for de-
velopers to figure out where the misused result is from or debug the reward model’s
intrinsic biases. It is lastly the RLHF that creates the static alignment model. It
doesn’t do anything to internalize new data or adjust to changing human conven-
tions after it's been deployed, unless it has undergone an expensive retraining effort.
For the tasks that rely on continuous knowledge and temporal traceability, missing

a continuous learning model is a significant limiting factor [27].

5.2.3. Enhancing RLHF with the TRUST Framework

The inclusion of the TRUST model in the RLHF process is designed to improve the
lifecycle of the RLHF process, and therefore increase the integrity, transparency, and
resilience of the alignment process. These improvements solve each of the funda-
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mental defects head-on:

Figure 6. The TRUST-Enhanced RLHF Lifecycle

Transparency (T) of the Reward Model: Rather than having a black box reward

score, it uses explainable Al algorithms to assign scores to aspects of the output (e.g.,

factual consistency, clarity, safety). This gives developers the power to make deci-

sions about whether output was the most desirable or punished.

Multi-signal Validation (R) for Reliability: The RL process is improved beyond a sin-

gle Reward Model. It includes several specific reward signals in one place such as:

e A factual consistency reward from an RAG-based verifier.

e A reasoning reward from a process-based model that assesses the logical
soundness of the output's derivation [4].

That multi-pronged approach reduces reward hacking due to the fact it requires

performing well on several quality dimensions.

Uncertainty (U) Quantification in Alignment: The reward model is not to just pro-

vide a score but also a confidence interval. Outputs which come into the “gray area”

-- where the model is not confident enough to accept its guess -- get flagged for re-

view or provide a confidence disclaimer to the end user, so that overconfident an-

swers aren’t returned as potentially flawed answers [24].

Supervision (S) through Ongoing and Targeted Human Feedback: The TRUST

framework enforces supervision as a continuous, rather than a one-time process. A

human-in-the-loop model is implemented to:

. Continuously review low confidence or high-stakes outputs.

. Provide targeted feedback on the model's failure modes.

It is based on real-world use, leading to an active learning phase, in which this mod-
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el and its reward signals are incrementally fine-tuned, dramatically increasing both
its scalability and its longevity.

Traceability (T) of the Alignment Audit Trail: Each aligned output is connected to
one comprehensive record containing all reward model versions and all the reward
scores derived from the signals with human feedback. Thus, a complete Traceability
chain is established, so auditors can comprehend the “family tree” of a model’s be-
havior, diagnose alignment drift and indicate compliance with ethical standards. By
putting RLHF into the context of the TRUST model and moving from a powerful but
obscure fine-tuning step, we achieve a governance, auditing, and continuously im-
proving process for building Al systems that are not only human compliant but that

are demonstrably, accountable and truthfully trustworthy.

6. Ethical and Societal Implications

“Inspection record” can lead to an unwarranted excavation and divert resources
from a genuinely at-risk site. This erodes the trust that underpins the possible bene-
ficial applications of Al in public service. Al systems will need to include in the
TRUST model these tools for transparency, explainable dashboards, and
post-deployment audits to ensure that Al systems remain accountable and their de-
cisions are traced back to their source.

7. Future Directions

Guided by the TRUST framework, future research should focus on developing more
sophisticated and integrated solutions—a multi-layered, defense-in-depth strategy
for hallucination remediation.

Advanced Uncertainty Quantification (UQ): Teaching LLMs to accurately estimate
their own uncertainty remains a "holy grail" for safe Al [13]. Research should focus
on ensemble methods, Bayesian deep learning, and conformal prediction to provide
statistically rigorous confidence sets [18]. A system that can consistently flag
low-confidence outputs for human review would be transformative for fields like
structural health monitoring.

Refined RLHF and Knowledge Grounding: Future versions of RLHF should reward
verifiable factuality over mere fluency. This includes developing process-based re-
ward models (PRMs) that reward the accuracy of intermediate reasoning steps,
thereby decreasing logical hallucinations [17].

Neuro-Symbolic Al Integration: A promising frontier is the hybrid integration of
neural LLMs with symbolic Al In such a system, an LLM would parse a query and
generate a draft, which a symbolic reasoner would then check for logical coherence
and factual consistency against a knowledge graph, prompting revisions for any in-
consistencies.

Federated Learning for Private Data: To tackle epistemic challenges arising from

sensitive data, federated learning enables model training across decentralized serv-
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ers (e.g., municipal databases) without sharing raw data, building more robust, pri-
vacy-preserving models.

However, the community still lacks robust, domain-specific benchmarks. Future
work must construct comprehensive evaluation suites, such as a "Hallucina-
tion-Bench for Civil Engineering," to allow for apples-to-apples comparison of miti-

gation techniques.

8. Conclusion

Al hallucinations are more than bugs; they are central manifestations of the cogni-
tive limits of present Al, rooted in intrinsic cognitive gaps and statistical biases. As
discussed in the lecture review, existing mitigation methods are fragmented, high-
lighting a critical need for a unifying model. This required architectural blueprint is
the TRUST model. In formalizing the interrelation between Transparency, Reliability,
Uncertainty, Supervision, and Traceability, it promises transparent and structured
principles for developing Al systems that are powerful, but also that are accountable,
trustworthy, and safe enough to integrate into the critical infrastructure of our soci-
ety. Al is likely to benefit in myriad ways — from maintaining aging infrastructure to
optimizing public resources. To unlock this potential depends crucially on an ability
to craft systems that will be able, with confidence, to tell us what they understand
and, crucially, what they do not.
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