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  Abstract 

Smart contracts have been widely applied in various fields. Due to the immutabil-
ity of data on the blockchain, it is of great significance to conduct smart contract 
vulnerability detection before data is uploaded to the chain. To address the prob-
lems of low accuracy and single vulnerability type in traditional detection meth-
ods, a blockchain smart contract vulnerability detection method based on Graph 
Neural Network (GNN) is proposed. This method abstracts the functions and key 
code segments in smart contracts into nodes in a graph, and constructs edges by 
leveraging data and control dependencies during code execution, thereby accu-
rately depicting the specific graph structures of reentrancy attacks and 
timestamp-dependent vulnerabilities. To further enhance the model’s sensitivity 
to key vulnerability patterns, the multi-head attention mechanism is innovatively 
introduced, which can effectively screen out the nodes and edges that contribute 
the most to vulnerability detection, suppress irrelevant or noisy information, and 
significantly improve the accuracy and robustness of vulnerability detection. Ex-
perimental results show that the proposed method achieves an accuracy of 
85.19% in reentrancy vulnerability detection and 82.37% in 
timestamp-dependent vulnerability detection, demonstrating excellent vulnera-
bility identification capability.  
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1. Introduction  

Smart contracts are automated protocols operating in cyberspace, first proposed by 
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Nick Szabo[1], which aim to use computer systems to automatically execute, verify, 
and propagate contract contents. Owing to the inherent characteristics of blockchain, 
data uploaded to the chain is immutable—once data is on-chain, it cannot be modi-
fied. Consequently, vulnerabilities in smart contracts can lead to enormous losses, 
making vulnerability detection of smart contracts before they are deployed on the 
blockchain of great significance. For instance, in 2016, The DAO[2] smart contract 
was exploited due to a reentrancy vulnerability, resulting in losses of tens of mil-
lions of US dollars and drawing widespread attention from the Ethereum communi-
ty. 
Existing traditional vulnerability detection methods mainly include symbolic execu-
tion, fuzz testing, formal verification, and taint analysis. Symbolic execution ab-
stracts variable values into symbolic inputs and analyzes vulnerabilities by combin-
ing path constraints. Oyente[3] was the first detection tool to adopt symbolic execu-
tion, and Gasper[4] optimized the detection of high gas consumption vulnerabilities 
based on it, yet both still face the problem of path explosion. Fuzz testing detects 
vulnerabilities by randomly generating unexpected inputs to test smart contracts. 
Contract Fuzzer[5] was the first smart contract detection tool based on fuzz testing; 
subsequent tools such as EOSFuzzer[6] and GasFuzzer[7] have been improved for 
different platforms and vulnerability types. However, fuzz testing is limited by the 
accuracy of vulnerability modeling, and increasing coverage does not necessarily 
improve detection capability. Formal verification uses mathematical methods to 
verify the security of smart contracts. Bhargavan[8] et al. first formally described 
Ethereum instructions and conducted verification based on the F* language, while 
Grishchenko[9] et al. further defined four categories of security properties and per-
formed corresponding verification, though this method is constrained by the com-
plexity of mathematical modeling, which affects detection accuracy. Taint analysis 
tracks the propagation paths of untrusted data in smart contracts to detect potential 
security risks. Sereum, proposed by Rodler et al.[10] in 2018, modifies the Ethereum 
Virtual Machine interpreter to maintain shadow memory for marking tainted data 
and detects modifications to key variables during execution, thereby identifying 
reentrancy vulnerabilities. 
Deep learning-based vulnerability detection methods automatically learn vulnera-
bility features through data-driven approaches, improving detection accuracy. Tann 
et al.[11] used Long Short-Term Memory (LSTM) networks to model the opcode se-
quences of smart contracts and identify vulnerabilities via binary classification. 
However, LSTM is limited by sequence length and struggles to capture complex 
contextual information of contracts, which impairs detection accuracy. 
Graph Neural Networks (GNNs) are a deep learning framework developed in recent 
years that can learn structured information in graph data. As a form of program 
code, smart contract vulnerabilities are often hidden in code logical relationships, 
and the logical interactions within and between contracts are particularly suitable 
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for graph-structured representation. To address the limitations of existing schemes, 
the main research contributions of this paper are as follows: A GNN-based smart 
contract vulnerability detection method is proposed, which abstracts code into 
nodes and constructs edges based on data and control flows to build graph struc-
tures for reentrancy attacks and timestamp-dependent vulnerabilities. By integrat-
ing the multi-head attention mechanism, the model’s ability to capture key vulnera-
bility features is enhanced. 

2. Construction of Graph Structure for Blockchain Smart Con-
tracts 
2.1. Node Generation 

When converting blockchain smart contracts into graph structures through the log-
ical representation between code segments using the Graph Convolutional Network 
(GCN) method, it is necessary to construct node information in a rational manner. 
To improve the accuracy of vulnerability detection, nodes can be classified accord-
ing to their importance in the graph structure into three categories: key nodes, sec-
ondary nodes, and return nodes. Specific descriptions of the node classification are 
presented in Table 1. 
Table 1. Node Construction Table 

Symbol Meaning Reentrancy Attack Vulnerabil-
ity 

Timestamp Vulnerability 

M-Node Custom or 
Built-in Func-
tions 

withdraw(uint amount) 
call.value() 

block.timestamp 

S-Node Key Variables balances[msg.sender] 
 

unlockTime 
deadline 

F-Node Revert Func-
tions 

fallback() external if(block.timestamp > dead-
line) 

 

2.2. Edge Generation 

The directed edges connecting each node are mainly divided into four types: control 
flow edges, data flow edges, forward execution edges, and callback execution edges. 
The specific definitions are presented in Table 2. 
Table 2. Edge Construction Table 

Symbol Semantic Fact Type 
AH  Assert{X} 

Control Flow Edge 

RG  Require{X} 
IR Revert 
IT Throw 
IF  If{X} 
GB  If{---}else{---} 
GN  If{---}then{---} 
WH  While{---}do{---} 
FR  For{---}do{---} 
AG  Assign{X} Data Flow Edge 
AC  Acess{X} 
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FW  Natural Sequence Relationship Forward Edge 
FB  Interactive Function and Revert Function Revert Edge 

 

2.3. Graph Construction 

Graph structures can better preserve the vulnerability structures in the source code 
of smart contracts. By abstracting the functions and key code segments in smart 
contracts into nodes in the graph, and constructing edges using data and control 
dependencies during code execution, the specific graph structures of reentrancy at-
tacks and timestamp-dependent vulnerabilities can be accurately characterized. 
Figure 1 shows the constructed graph structure for reentrancy vulnerabilities, and 
Figure 2 shows the constructed graph structure for timestamp vulnerabilities. 

 

Figure 1. Graph Construction of Smart Contract Reentrancy Vulnerability 
 

Figure 2. Graph Construction of Smart Contract Timestamp Vulnerability 

3. Blockchain Smart Contract Vulnerability Detection Method 
Based on Graph Neural Networks 

The improved model proposed in this paper enhances the feature extraction capa-
bility of traditional GCN by introducing the Graph Attention Mechanism (GAT). Dur-
ing the node feature aggregation process, it dynamically calculates the importance 
weights of different neighbor nodes, enabling the model to more accurately focus on 
the key code structural features related to vulnerabilities, thus significantly im-
proving the accuracy of vulnerability detection. Figure 3 shows the blockchain smart 
contract vulnerability detection model based on graph neural networks. 
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Figure 3. Blockchain Smart Contract Vulnerability Detection Model Based on Graph Neural  
Networks 

3.1. Input Feature Preparation 

Before introducing the multi-head attention mechanism into GCN, input features 
need to be prepared: these include the node feature matrix N dH ×∈ (where N  
denotes the number of nodes and d is the feature dimension), the adjacency ma-
trix N NA ×∈  that represents the graph’s topological structure, the degree matrix
D  used for normalizing the adjacency matrix, and the self-loop matrix A A I= +  
which adds self-connections to enhance information flow. 
GCN adopts the following formula for feature propagation and aggregation: 
  

1 1
( 1) ( ) ( )2 2( )l l lH D AD H Wσ

− −+ =    (1) 

Among them, ( )lH is the input feature matrix of the l -th layer, ( )lW is the learnable 
weight matrix, σ  is the activation function (e.g., ReLU), and D  is the degree 
matrix of A .  

3.2. Integration with Multi-Head Attention Mechanism 

On the basis of the features extracted by GCN, the attention mechanism is incor-
porated to enhance the model’s capability of focusing on key features. Linear 
transformation: The input feature matrix is linearly transformed to generate 
queries( Q )keys( K )and values(V )as shown in the following formulas. 

( ) ( ) ( ), ,i i i
i Q i K i VQ HW K HW V HW= = =  (2) 

Among them, 
( ) ( ) ( ), ,i i i

Q K VW W W are the learnable weights of the i -th attention head. 

Calculating attention weights: The scaled dot-product attention is used to com-
pute the attention scores between neighboring nodes, as shown in the following 
formula. 
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Among them, kd is the dimension of the attention head, and ( )i  denotes the 
neighbors of node i . 
Calculating weighted features: The weighted aggregated features are computed 
based on the attention weightsα as shown in the following formula. 

              ( ) ( )

( )

i i
i ij j

j i
H Vα

∈

= ∑


 
(4) 

Multi-head attention fusion: concatenate the outputs of multiple attention heads 
and integrate information via linear transformation, where

( 1)lH +
is defined as: 

( 1) (1) (2) ( )Concat( , ,..., )l n
OH H H H W+ =  (5) 

Among them, OW
 denotes the projection matrix for the final output. 

3.3. Attention Pooling Mechanism 

The calculation of global attention weights is expressed by the following formula: an 
attention vectorWα  is learned to compute the importance score of each node: 

softmax( )i iH Wαα =  (6) 

To calculate the global feature representation, the attention weights are used to 
perform weighted aggregation on the features of all nodes. The global feature calcu-
lation is expressed as: 

global
1

N

i i
i

H Hα
=

=∑  (7) 

3.4. Output and Vulnerability Detection 

Finally, the pooled global feature globalH is passed through a fully connected layer and 
a Softmax classifier to predict vulnerabilities: 

globalsoftmax( )f fP W H b= +  (8) 

Among them, fW and fb are learnable parameters. 

4. Experiments and Analysis 

4.1. Experimental Design 

In this study, a publicly available smart contract dataset[12]on the Ethereum plat-
form was selected as the experimental object. This dataset contains approximately 
1,400 contracts. For model training and validation, the dataset was randomly split 
on a per-contract basis, with 80% used for training and 20% for testing. The Adam 
optimizer was adopted in the experiments, and the learning rate was set to 0.001 to 
improve the convergence efficiency and stability of the model. 
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4.2. Evaluation Metrics 

In this paper, the performance of the model is evaluated using accuracy, recall, pre-
cision, and F1-score, and further compared with the results of baseline models. 

TP TNACC
TP TN FP FN

+
=

+ + +
 (9) 

TPRecall
TP FN

=
+

u (10) 

TPPrecision
TP FP

=
+

 (11) 

1 2 Precision RecallF Score
Precision Recall

×
− = ×

+
 (12) 

In the evaluation metrics, TP denotes the number of vulnerable contracts correctly 
identified, TN denotes the number of normal contracts correctly identified, FP de-
notes the number of normal contracts incorrectly labeled as vulnerable, and FN de-
notes the number of vulnerable contracts that are not identified. Among them, TP + 
FN corresponds to the actual number of vulnerable contracts, while TP + FP corre-
sponds to the number of vulnerable contracts predicted by the model. 

4.3. Experimental Results and Analysis 

The method in this section is compared with three deep learning methods, namely 
LSTM, GRU, and Bi-LSTM, and the evaluation metrics described in Section 3.2 are 
adopted for the comparative experiments, as shown in Table 3. 
Table 3. Comparison of the Performance of Different Models 

Method 
Reentrancy Vulnerability (%) Timestamp Vulnerability (%) 

Acc RC Pre Acc Acc RC Pre Acc 
LSTM 63.7 64.2 61.4 62.7 63.7 64.2 61.4 62.7 
GRU 69.5 68.4 66.4 68.4 67.4 66.6 64.4 65.3 

BI-LSTM 74.3 74.6 72.6 73.2 71.1 73.4 69.7 70.2 
ProposedModel 85.1 81.2 81.5 80.4 80.4 80.2 80.9 81.8 

 

  

Figure 4. Performance Detection Results of Different Models 
The experimental results show that the proposed model achieves the optimal per-
formance in both types of vulnerability detection tasks. This indicates that the mod-
el in this paper has stronger feature extraction and generalization capabilities in 
smart contract vulnerability detection tasks. 
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5. Conclusion 

This paper proposes a GNN-based smart contract vulnerability detection method for 
blockchain with a multi-head attention mechanism. By converting smart contract 
code into graph structures and combining the multi-head attention mechanism to 
enhance feature extraction capabilities, experimental results show that the method 
proposed in this paper can effectively detect and fix vulnerabilities. Future research 
can further explore the detection of more types of vulnerabilities to improve its ap-
plication value in complex contract environments. 
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