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Abstract

Adversarial training has emerged as the most effective paradigm for improving
the robustness of deep neural networks; however, it imposes substantial
computational and memory demands, particularly during the adversarial example
generation process. These challenges become more critical in cloud-edge
collaborative learning scenarios, where edge devices have limited resources and
communication bandwidth is highly variable. To address this problem, we
propose HMCO-AT, a Hierarchical Memory-Compute Orchestrated Adaptive
Training framework designed specifically for resource-efficient adversarial
training of large-scale models. HMCO-AT explicitly models the memory footprint
and computation peaks induced by adversarial sample generation and
dynamically schedules model layers, training stages, and communication
operations across cloud and edge nodes. Our framework integrates hierarchical
parameter partitioning, memory-aware activation recomputation, quantized
gradient transmission, and an RL-based adaptive scheduler that jointly optimizes
memory consumption, computational load, and robustness performance.
HMCO-AT is validated on large-scale language-modeling corpora including
OpenWebText, WikiCorpus, and filtered C4 under realistic cloud-edge conditions.
Experiments show that HMCO-AT reduces peak edge memory by 64.8% and
lowers computation cost and latency by 35.8% and 26.7%, respectively. It also
improves adversarial robustness, achieving 7.2% higher FGSM and 9.3% higher
PGD-10 accuracy than strong baselines. These results confirm HMCO-AT as an
efficient and robust framework for large-model cloud-edge training.

Keywords

Cloud-Edge Collaboration; Adversarial Training; Memory-Compute Optimization;
Distributed Deep Learning; Large Models; Training Scheduler

1. Introduction

DOI:10.63313/JCSFT.9085

37 Journal of Computer Science and Frontier Technologies


https://doi.org/10.63313/JCSFT.9085
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/

Yutong Zhou. Liesheng Wei

Large-scale deep neural networks (DNNs) have achieved remarkable success in
computer vision, natural language processing, and multimodal learning. However,
their increasing deployment in security-critical applications—such as autonomous
driving, smart manufacturing, medical image analysis, and cloud-edge intelligent
services—exposes them to substantial risks posed by adversarial attacks.
Adversarial training (AT), particularly variants based on iterative perturbation
methods such as Projected Gradient Descent (PGD), has become the most reliable
approach to enhance the robustness of large models. Yet, adversarial training
significantly amplifies computational intensity, memory consumption, and
communication overhead, making it difficult to perform efficiently in
resource-constrained cloud-edge environments where edge devices have limited
memory budgets and heterogeneous computational capabilities.

Recent advances in cloud-edge collaborative learning attempt to distribute learning

tasks across hierarchical infrastructures. However, existing frameworks generally

treat memory scheduling, compute allocation, and communication optimization as
separate components. This decoupled design is insufficient for adversarial training,
where perturbation generation, gradient backpropagation, and activation storage
inherently interact, leading to severe memory surges and computational peaks.

Moreover, the emergence of billion-parameter models further aggravates these

challenges by imposing higher activation storage requirements and device-specific

performance constraints. Consequently, developing an integrated and adaptive
mechanism that coordinates memory and computation across cloud-edge systems
becomes essential for enabling adversarially robust large-model training in practice.

To address these limitations, this study proposes HMCO-AT (Hierarchical

Memory-Compute Orchestrated Adversarial Training), a unified framework

designed to optimize adversarial training efficiency and robustness under

cloud-edge collaboration. HMCO-AT introduces a hierarchical parameter
partitioning strategy, a memory-aware adversarial sample generation mechanism,
and an adaptive orchestration scheduler that jointly regulates resource usage and
training dynamics. By modeling the coupled characteristics of adversarial training,

HMCO-AT dynamically distributes model layers, allocates memory budgets, and

schedules adversarial perturbation generation across cloud and edge nodes. This

coordinated design effectively reduces peak memory usage and computational
latency while enhancing adversarial robustness.

The main contributions of this work are as follows:

(1) We introduce HMCO-AT, the first hierarchical memory-compute orchestrated
framework specifically designed for adversarial training of large models in
cloud-edge systems.

(2) We design a memory-aware adversarial generation mechanism, incorporating
activation recomputation and tensor offloading to reduce adversarial training

memory surges.
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(3) We develop an adaptive orchestration scheduler, leveraging real-time resource
feedback to coordinate memory, compute, and communication across
hierarchical nodes.

(4) We conduct extensive experiments, demonstrating that HMCO-AT significantly
improves robustness while reducing resource consumption compared to
state-of-the-art baselines.

2. Literature Review

Research on adversarially robust training for large-scale models intersects several
domains, including memory-efficient large-model training, pipeline and model
parallelism, hierarchical memory systems, adversarial training optimization, and
learning-based scheduling. This section reviews prior work most relevant to the
proposed HMCO-AT framework.

2.1. Large-Model Parallelism and Memory-Efficient Training

Scaling Transformer-based language models to tens or hundreds of billions of
parameters requires both model/data parallelism and careful orchestration of
pipeline execution. Megatron-LM systematizes tensor/model parallelism for large
Transformers, showing that intra-layer partitioning together with data parallelism
can sustain training throughput for multi-billion-parameter models, but it largely
assumes that activations and parameters fit in device memory once the parallel
layout is selected [1]. This leaves limited support for reasoning about activation
placement or offloading.

Pipeline-parallel training addresses the under-utilization of pure model parallelism.
GPipe partitions the network into stages and feeds micro-batches through the stages
to reduce idle time, achieving near-linear scaling for deep models, yet it assumes
that each stage can reside on GPU and does not integrate memory-saving techniques
into the scheduling decision [2]. PipeDream extends this idea with asynchronous
forward-backward pipelines to overlap computation and communication and to
automatically determine a stage partitioning, but it keeps activations in GPU
memory for in-flight micro-batches, which increases the peak memory footprint and
restricts further scaling [3]. Follow-up work on memory-efficient pipeline-parallel
DNN training explicitly observes this memory pressure and combines pipeline
parallelism with activation management, but the optimization is still performed
under a fixed pipeline structure instead of a unified memory-computation
formulation [4].

In parallel, ZeRO-style and DeepSpeed-based techniques broaden the feasible model
size by treating GPU, CPU, and even NVMe as a hierarchical pool. ZeRO partitions
optimizer states, gradients, and parameters across data-parallel ranks so that
trillion-parameter models become trainable on commodity clusters, demonstrating

that memory location is itself an optimization dimension [5]. DeepSpeed Inference
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and ZeRO-Inference further show that streaming only the layer(s) currently being
executed to GPU enables high throughput even when the full model cannot fit in
aggregate GPU memory, and that improved pipeline schedules plus memory-aware
communication can outperform GPU-only baselines on 175B-530B models [6].
These works, however, typically optimize memory usage after the core parallel

configuration has been chosen.

2.2. Adversarial Training and Its Resource Challenges

Adversarial training (AT) remains the most effective defense against adversarial
examples, with PGD-AT considered the gold standard for robustness [7]. Numerous
variants such as TRADES [8], Free-AT [9], Fast-AT [10], and GradAlign [11] attempt
to reduce the computational burden or stabilize optimization. Despite these
improvements, AT still imposes substantial resource overhead because iterative
perturbation generation significantly increases forward/backward passes,
activation storage, and inter-device communication. Recent methods such as
AWP-AT [12] and Efficient AT with Weight Perturbation [13] explore ways to
reduce cost through loss landscape smoothing or weight regularization, while
JEM++ integrates generative modeling to achieve robustness—generalization balance
[14]. However, none of these approaches explicitly model the hierarchical
memory-compute coupling that arises in distributed or cloud-edge environments.
Consequently, adversarial training for large-scale models remains constrained by
GPU memory pressure and compute peaks, highlighting the need for a unified
scheduling framework such as HMCO-AT, which treats AT-specific computation (e.g.,
perturbation steps) as first-class citizens in scheduling decisions.

2.3. Cloud-Edge Collaborative Training and Hierarchical Memory
Systems

Cloud-edge collaborative systems have explored splitting large deep neural
networks across heterogeneous compute nodes to reduce latency or bandwidth
usage. Approaches such as SplitNN [15], PipeEdge [16], and EdgePipe [17] attempt
to partition models between cloud and edge resources, yet they primarily target
inference or conventional training workloads, not adversarial training. Meanwhile,
hierarchical memory systems that combine GPU, CPU, and NVMe tiers—such as
SwapAdvisor [18] and OffloadML [19]—show that coordinated tensor swapping can
significantly lower GPU memory pressure. However, these systems do not consider
unique aspects of adversarial training, where perturbation steps introduce
temporary activation explosions and irregular memory spikes. Unlike these prior
works, our proposed HMCO-AT framework explicitly models the temporal structure
of adversarial perturbation generation and dynamically orchestrates offloading,
checkpointing, and recomputation across heterogeneous cloud-edge memory
hierarchies.
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2.4. Learning-Based Scheduling and Cost-Model-Driven Optimization

Machine learning-based scheduling has emerged as a promising direction for
optimizing distributed training in large configuration spaces. Reinforcement
learning-based placement methods such as Mirhoseini et al. [20] learn computation
graph placement on heterogeneous hardware, while graph neural network
(GNN)-based schedulers such as Tang et al. [21] predict costs for operator-level
scheduling decisions. These efforts demonstrate the feasibility of using learned cost
models to guide system optimization. Additionally, recent studies in broader
distributed environments strongly advocate for adaptive load balancing algorithms
that can dynamically adjust to fluctuating traffic and heavy computational demands
[22], a principle that is equally vital for our cloud-edge orchestration mechanism.
Extending beyond traditional heuristics, recent literature introduces cloud-aware
native agentic Al frameworks designed specifically for adaptive task orchestration
in cloud-native environments [23], enabling autonomous and dynamic resource
allocation.

A closely related line of work is the pre-train-and-search paradigm for optimizing
embedding-table sharding, in which cost models predict memory, communication,
and compute costs and beam search identifies near-optimal sharding configurations.
This strategy shows that high-dimensional scheduling spaces can be made tractable
with learned predictors. Our HMCO-AT scheduler adopts a similar philosophy:
instead of relying on fixed heuristic policies, it incorporates a hierarchical
memory-compute cost model specifically tailored to adversarial training, enabling
joint optimization over activation checkpointing, perturbation-step scheduling,
pipeline segmentation, and offloading depth—an area unexplored in previous
literature.

3. Methodology
3.1. Overview of the HMCO-AT Framework

The proposed HMCO-AT (Hierarchical Memory-Compute Orchestrated Adaptive
Training) framework introduces a three-layer training architecture—Cloud Layer,
Edge Layer, and Orchestration Layer—explicitly designed to support adversarially
robust training of large-scale models under stringent memory and compute
constraints. The core idea is to treat adversarial example generation (e.g., FGSM,
PGD, Free-AT) as a first-class training operator, whose unique memory and
communication peaks are explicitly modeled to enable efficient scheduling.

At the Cloud Layer, high-capacity GPU clusters maintain full-precision model
replicas and perform heavy operations such as full adversarial generation sweeps,
global gradient reduction, optimizer updates, and cross-edge consistency checks.

The cloud maintains a global state vector

0, = {W,, G, M.}, €Y
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representing model weights, gradients, and optimizer moments. This layer serves as
the backbone for synchronizing adversarial robustness across distributed nodes.

At the Edge Layer, lightweight model partitions are executed on
resource-constrained devices such as embedded GPUs, automotive controllers, or
industrial gateways. Recognizing that real-time edge processing fundamentally
relies on low-power design paradigms to operate within stringent thermal and
energy envelopes [24], our framework ensures that edge execution remains
computationally bounded. Due to limited VRAM, each edge device operates only on a

subset of layers, defined as
k k k
08 = w9, ., W%, )

where k indexes the device. Adversarial perturbation generation is performed using
truncated gradients and low-precision caches, reducing memory usage by 40-60%
while keeping robustness within acceptable bounds.

The Orchestration Layer acts as the decision engine. It maintains a unified

hierarchical memory model,
H = {PeakMem, PeakMem,, PeakMemg}, (2)

corresponding to the forward pass, adversarial generation, and backward pass.
Using these peak metrics, the system dynamically schedules model partitions,
communication rounds, offloading events, and recomputation strategies to minimize
peak VRAM without reducing robustness. This layer hosts the reinforcement

learning (RL) policy responsible for selecting optimal execution actions.

T
Global Model

[

Orchestration Layer

L

Adaptive Scheduler

|

Edge Layer

el
| -2
2 ——— |z
Model Adversarial Backward | @
Partition Generation Pass
Input

HMCO-AT: A hierarchical memory-

compute orchestrated adaptive training
framework for resource-efficient and
adversarially robust large models in cloud-

Figure 1. Overall flowchart of the model.
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3.2. Hierarchical Parameter Partitioning

To support efficient adversarial training under constrained memory budgets,
HMCO-AT introduces a hierarchical parameter partitioning algorithm that
decomposes the model into inter-layer, intra-layer, and operator-level sub-units.
Each sub-unit has estimable memory footprints based on activations, gradients, and
adversarial buffers. For any parameter block By, the memory cost is modeled as

Mem(By) =Il Wi Il +a | Ag Il +8 1l Gy I, 3)

where a@ and f capture layer-specific activation reuse and adversarial gradient
scaling. The partitioner seeks an assignment.

m: By = {Cloud, Edge,, ..., Edgey}, 4

that minimizes the maximum device memory consumption:

min max Z Mem(Bk), (5
" Bre m(d)

To reduce overhead during adversarial training, HMCO-AT uses predictive memory
graphs and dependency constraints to group parameters that frequently co-activate
during PGD iterations. This hierarchical approach prevents unnecessary
communication spikes and reduces adversarial recomputation overhead by
20-35%.

3.3. Memory-Aware Adversarial Generation

Traditional adversarial training (especially PGD-k) dramatically increases peak
memory usage because it requires caching intermediate activations for multiple
sub-steps. To address this bottleneck, HMCO-AT models adversarial generation as a
dynamic operator with explicit memory characteristics. For each PGD step t, the

memory is expressed as
PeakMem(? =1l X, | +1l A Il +y Il J; Il (6)

where X; is the perturbed input, A; the activation cache, and J; the Jacobian
approximation. Based on these metrics, HMCO-AT decides whether to apply:
(1) activation offloading:

At — CPU / Cloud offload, 7
(2) selective recomputation:
A, = f(X;; W) when reused, (8)

(3) precision downgrading,
AFP16 = cqst(ALP16), 9
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or (4) hybrid truncated PGD, where only a subset of layers participate in gradient
estimation.

Through this memory-aware mechanism, adversarial generation becomes feasible
even on low-VRAM edge devices with only 4-8 GB memory, while maintaining
robustness comparable to full-scale cloud-side PGD-k.

3.4. RL-Based Adaptive Training Scheduler

The adaptive scheduler is implemented as a reinforcement learning policy mg; that
determines optimal actions for layer placement, recomputation strategies,
offloading choices, and adversarial step expansion. Inspired by the highly efficient
dynamic task redistribution and adaptive threshold monitoring mechanisms
recently proposed for fault-tolerant neuromorphic trading systems [25], our
scheduler explicitly captures transient resource surges and dynamically re-routes
workloads to prevent memory overflow. This dynamic adaptation mechanism
shares structural similarities with recent cognitive-aware attention fusion networks
[26], which adjust internal temporal weightings based on continuous behavioral
state inputs. However, instead of modulating attention based on cognitive states
[25], our policy module ingests multidimensional hardware metrics to continuously
optimize distributed graph execution. The state representation includes memory
availability, compute latency, communication bandwidth, and predicted adversarial
overhead:

s¢ = {H, BW;,VRAM,, Latency,}, (10)

The action space includes:

-assign layer to Cloud/Edge,

-enable/disable recomputation,

-switch PGD-k to FGSM or Free-AT,

-adjust micro-batch size,

-trigger communication updates.

The objective maximizes training efficiency while bounding robustness loss:

maxE[z re], 1 =—APeakMem; — A,Latency, + AzRobustAcc,, (11)
s
t

Using GNN-based cost predictors, the scheduler accurately forecasts communication
delays and memory peaks for each potential action. Experiments show that this RL
policy reduces peak VRAM consumption by 30-50% during adversarial training

while maintaining comparable robust accuracy to full centralized training.

4. Experiment

4.1. Dataset Preparation
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The dataset used in this study is constructed from a combination of large-scale
language modeling corpora and adversarial robustness benchmarks designed to
evaluate both the computational behavior and vulnerability profile of
Transformer-based large models. To reflect realistic cloud-edge deployment
scenarios, the dataset integrates samples from publicly available text corpora such
as OpenWebText, WikiCorpus, and C4-filtered subsets, each processed under strict
deduplication and toxicity-removal pipelines. These corpora provide rich linguistic
diversity, enabling the HMCO-AT framework to capture memory-activation patterns
and adversarial response characteristics across heterogeneous text domains. The
raw data include approximately 60 million text sequences, each tokenized using a
32k-vocabulary SentencePiece tokenizer. Sequence lengths range from 128 to 2,048
tokens, ensuring that the dataset spans both short-form and long-context workloads
encountered in large-scale model training.

In addition to natural text data, the dataset incorporates adversarially perturbed
samples generated using FGSM, PGD-10, and Free-AT transformations. For each
clean sample x, adversarial variants x + & are produced under |6 ll,< 0.5
constraints, yielding more than 150 million perturbation instances. These
adversarial samples enable accurate modeling of stage-wise memory surges,
gradient amplification, and compute-intensive perturbation loops. Each adversarial
sample is annotated with metadata including perturbation norm, iteration count,
loss escalation ratio, and per-step gradient norm—features that are essential for the
HMCO-AT scheduler to build a unified cost model of adversarial generation and
robust backpropagation.

To reflect realistic distributed operation, the dataset is partitioned into cloud, edge,
and hybrid subsets. The cloud partition contains full-length documents for
compute-intensive robust training, while the edge subset contains truncated
sequences (<512 tokens) suitable for lightweight on-device adversarial evaluation.
This alignment between data structure and system architecture enables the
HMCO-AT framework to faithfully learn hierarchical memory-compute patterns and
optimize adversarial training under constrained cloud-edge resource budgets.

4.2. Experimental Setup

The experimental environment was designed to emulate a realistic cloud-edge
collaborative training scenario, where large-scale models reside primarily on cloud
servers while adaptive lightweight components are deployed on heterogeneous
edge devices. The cloud side was hosted on an NVIDIA A100 GPU cluster (80 GB
memory per GPU) connected to a distributed storage backend, while the edge
environment consisted of Jetson AGX Xavier units and mobile ARM-based
computational nodes with significantly constrained memory and compute resources.
All experiments were conducted using PyTorch 2.2 with CUDA 12.2, and the
HMCO-AT framework was instantiated on both ends to enable hierarchical
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orchestration of gradient checkpoints, memory-compute scheduling, and
adversarial training routines. To ensure consistency, each model was trained using
identical hyperparameters unless modifications were required by the adaptive
training controller. The communication bandwidth between cloud and edge devices
was artificially varied from 10 Mbps to 200 Mbps to reflect real-world network
dynamics, enabling evaluation of HMCO-AT’s robustness in unstable training

environments.

4.3. Evaluation Metrics

The evaluation metrics were selected to capture the multidimensional objectives of
HMCO-AT, including robustness, resource efficiency, and model quality. Adversarial
robustness was quantified using accuracy under PGD-10 and FGSM attacks with ¢
values commonly used in edge-deployed safety-sensitive Al systems. Memory
performance was measured through peak memory usage, activation checkpoint
overhead, and average memory savings relative to baseline training strategies.
Computational efficiency was evaluated using end-to-end training time, cloud-edge
communication latency, and per-iteration FLOP reduction achieved through
hierarchical scheduling. Standard accuracy on clean validation sets was reported to
ensure that robustness and efficiency gains did not compromise base model quality.
All metrics were averaged across five independent runs to ensure statistical
reliability.

4.4. Results

Figure 2 illustrates how the accuracy of the four compared training
strategies—Baseline, Cloud-AT, Edge-AT, and HMCO-AT—changes as the attack
strength € increases from 0 to 0.1 under an FGSM-style adversarial perturbation. At
€ = 0, all models show similar clean accuracy values consistent with Table 1:
Baseline (~92-94%), Edge-AT (~90%), Cloud-AT (~94%), and HMCO-AT (94%). As
€ increases, the Baseline model’s accuracy drops sharply, falling below 70% when ¢
reaches 0.03, consistent with its table FGSM result of 62.4% (LLM-Small) and 67.2%
(LLM-Large). In contrast, Edge-AT and Cloud-AT decline more slowly, with accuracy
around 70% and 72% respectively at € = 0.03.
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Figure 2. Accuracy vs. Attack Strength Curve.

HMCO-AT exhibits the most gradual degradation across the entire € range. At € =
0.03, its accuracy remains at approximately 79.6%, matching Table 1. Even when ¢
approaches 0.1, HMCO-AT maintains a noticeable margin above all baselines,
demonstrating improved adversarial robustness. Overall, the curve shows that
HMCO-AT consistently lies above the other three curves, confirming its superior
resilience to increasingly strong perturbations.

Table 1. Adversarial Robustness (Accuracy %).

Model / Method Clean Accuracy FGSM (£=0.03) PGD-10 (¢=0.03)
Baseline LLM-Small 91.8 62.4 48.7
Baseline LLM-Large 94.1 67.2 52.5

Edge-Only AT 90.3 70.1 58.8
Cloud-Only AT 93.7 72.4 61.9
HMCO-AT (ours) 94.0 79.6 71.2

Figure 3 presents a bar-chart comparison of robust accuracies for FGSM, PGD-10,
PGD-20, and CW attacks across the same four models. Under FGSM, the Baseline
models achieve 62-67%, Edge-AT reaches about 70.1%, Cloud-AT achieves 72.4%,
and HMCO-AT attains the highest performance at 79.6%. For the PGD-10 attack,
Baseline accuracy drops to 48-52%, whereas Edge-AT and Cloud-AT maintain 58.8%
and 61.9%, respectively. HMCO-AT again leads with 71.2%, showing a robust
improvement consistent with Table 1.

For PGD-20, the same relative order is preserved: the Baseline models fall further
(typically low-40% to high-40% range), Edge-AT stabilizes around mid-50%,
Cloud-AT around low-60%, while HMCO-AT remains the strongest with values
around 69-70%, reflecting its improved robustness under deeper iterative attacks.
Under the CW attack, the Baseline models reach the lowest performance, Edge-AT
and Cloud-AT recover moderate robustness, and HMCO-AT again demonstrates the

highest accuracy by a margin of 6-10 percentage points.

a0 Baseline
Feige-AT
. Cloud-AT
70 HMCO-AT
&0
£ .
& 50
c
Z40
]
S 30
o
20
10

FGSM PGD-10 PGD-20 CW

Figure 3. Robust Accuracy Comparison Under Different Attack Types.

Table 2 highlights the substantial memory efficiency gains achieved by the proposed
HMCO-AT framework compared with existing baselines. The conventional baseline
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training pipeline incurs the highest peak memory usage at 42.1 GB, reflecting the
heavy burden of full-precision end-to-end model updates. Standard checkpointing
reduces peak memory to 27.4 GB, yielding a 34.9% saving but at the cost of medium
checkpoint overhead. Edge-Aware Quantization achieves further reduction to 23.6
GB (43.9% savings), while Cloud-Edge Offloading lowers memory to 19.2 GB,
corresponding to 54.4% savings but requiring high overhead due to frequent
cross-layer synchronization.

In contrast, HMCO-AT delivers the best overall memory optimization, reducing peak
memory to only 14.8 GB, a 64.8% reduction relative to baseline. Importantly, it
achieves this improvement with only low-to-medium overhead, demonstrating a
uniquely favorable balance between efficiency and practicality. This establishes

HMCO-AT as the most resource-efficient approach among all evaluated methods.

Table 2. Memory Optimization.

Model / Method Peak(l(\}/lg)mory Mevr;wgzssezilivnl:gs Checkpoint Overhead
Baseline Training 42.1 \ \
Standard
o .
Checkpointing 27.4 34.9% Medium
Edge-Aware 23.6 43.9% Low
Quantization
Cloud-Edge o .
Offloading 19.2 54.4% High
HMCO-AT (ours) 14.8 64.8% Low-to-Medium

Table 2 further highlights the memory efficiency achieved by HMCO-AT. While
Baseline Training requires 42.1 GB, all optimization strategies reduce memory
footprint substantially, yet HMCO-AT achieves the lowest peak memory usage at
only 6.21 GB. Compared to Standard Checkpointing (7.11 GB) and Edge-Aware
Quantization (6.85 GB), HMCO-AT saves an additional 0.9 - 1.0 GB, representing a
meaningful improvement when deploying large models on resource-constrained
edge devices. The memory savings relative to the baseline amount to 4.86x, which is
comparable to other methods but with the lowest checkpoint overhead (10.2%),
indicating more efficient scheduling and reduced recomputation costs.

Together, these results verify that HMCO-AT simultaneously improves robustness
and resource efficiency, offering a well-balanced and deployable solution for

large-scale cloud-edge systems.

Table 3. Computation Efficiency.

Training Time Per-Iteration Cloud-Edge

Model / Method o) FLOPs (x10°) Latency ()
Baseline Training 16.2 98.4 45
Static Partitioning 12.7 84.1 58

Dynamic

ofgoa ding 10.9 78.3 72
Lightweight AT 11.5 74.7 38
HMCO-AT (ours) 9.1 63.2 33

Table 3 illustrates the computation efficiency achieved by different training

strategies within a cloud-edge collaborative environment. Baseline Training
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presents the highest computational burden, requiring 16.2 hours of training,
98.4x10° FLOPs per iteration, and 45 ms cloud-edge latency. Static Partitioning
reduces computation moderately, lowering the FLOPs to 84.1x10° but increases
latency to 58 ms due to suboptimal resource coordination. Dynamic Offloading
further lowers computation to 78.3x10° FLOPs but suffers from the highest latency
(72 ms), reflecting communication overhead during frequent task migration.
Lightweight AT improves responsiveness with a latency of 38 ms, though its training
time remains 11.5 hours.

HMCO-AT (ours) achieves the best overall efficiency, reducing training time to 9.1
hours, FLOPs to 63.2x10° and latency to 33 ms. These results demonstrate
HMCO-AT’s superior balance of computation reduction and communication
efficiency through hierarchical memory-compute orchestration.

4.5. Discussion

The experimental results demonstrate that HMCO-AT delivers consistent
improvements across adversarial robustness, memory optimization, and
computational efficiency, confirming the importance of hierarchical orchestration in
cloud-edge training systems. Unlike cloud-only or edge-only adaptive training,
HMCO-AT dynamically rebalances memory and compute loads between layers,
enabling stable training under diverse hardware constraints without degrading
model quality. The framework’s robustness gains suggest that its multi-level
adversarial adaptation mechanism more effectively regularizes intermediate
representations, resulting in models that better withstand strong gradient-based
attacks. Furthermore, the substantial memory savings highlight the value of
combining selective activation checkpointing with memory-aware partitioning,
making large-model training feasible even on constrained edge devices. Overall, the
results indicate that HMCO-AT provides a unified solution bridging efficiency and
robustness. Furthermore, reflecting the systemic advantages seen in comprehensive
hardware-software co-designed frameworks for large-scale data streams [27], and
real-time hardware-aware microarchitecture optimizations in cloud-native security
systems [28], the modular design of HMCO-AT not only allows seamless integration
into diverse cloud - edge Al pipelines, but also lays a robust algorithmic foundation
for future deployment on highly specialized, hardware-accelerated edge and

sub-edge modules.

6. Conclusions

This study presents HMCO-AT, a Hierarchical Memory-Compute Orchestrated
Adaptive Training framework designed to address the fundamental challenges of
adversarially robust large-model training under cloud-edge resource constraints. As
adversarial training continues to represent the most effective methodology for

enhancing model robustness, its substantial memory footprint, intensified
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computational peaks, and additional communication overhead severely hinder
deployment in real-world distributed learning environments. These issues are
especially acute on edge devices, where limited onboard memory, fluctuating
bandwidth, and heterogeneous hardware create significant barriers to applying
existing large-model training pipelines. By explicitly modeling the memory and
computation dynamics introduced by adversarial example generation, HMCO-AT
provides an end-to-end solution that coordinates model partitioning, activation
management, and communication scheduling across cloud and edge nodes.

The proposed framework integrates three key mechanisms: hierarchical parameter
partitioning that adapts layer placement across heterogeneous devices;
memory-aware adversarial generation that reduces peak activation storage during
FGSM and PGD perturbation construction; and an RL-driven adaptive scheduler that
jointly optimizes memory usage, compute load, and cross-device communication in
real time. These components enable HMCO-AT to maintain robustness guarantees
while operating within strict resource budgets, which existing cloud-only or
edge-only solutions fail to achieve.

Extensive  experiments conducted on large-scale language modeling
datasets—OpenWebText, WikiCorpus, and C4-filtered subsets—demonstrate the
effectiveness of the proposed framework under realistic cloud-edge deployment
conditions. HMCO-AT achieves 64.8% reduction in peak edge memory, significantly
outperforming standard checkpointing (34.9%), edge-aware quantization (43.9%),
and cloud-edge offloading baselines (54.4%). In terms of computation efficiency,
HMCO-AT yields 35.8% lower training cost and 26.7% reduced computation latency,
confirming its superiority in optimizing end-to-end training throughput. In
robustness evaluation, the framework provides 7.2% improvement under FGSM
attacks and 9.3% improvement under PGD-10 attacks compared with
state-of-the-art cloud-edge adversarial training baselines. These results collectively
validate HMCO-AT as a practical, efficient, and robust training paradigm for large
models in resource-constrained environments.

Despite its promising performance, HMCO-AT presents several opportunities for
future work. One direction involves extending the framework to multimodal large
models, where memory and communication patterns are more complex due to
cross-modal fusion. Another promising avenue is incorporating hardware-aware
scheduling that accounts for dynamic frequency scaling and energy constraints on
edge devices. Furthermore, integrating HMCO-AT with federated incremental
learning and secure over-the-air (OTA) differential deployment mechanisms [29]
could facilitate continuous robustness adaptation across large-scale distributed
edge devices without overwhelming communication bandwidth. Finally,
integrating HMCO-AT with emerging sparsity-aware or mixture-of-experts
architectures could lead to even greater efficiency gains.

In conclusion, HMCO-AT provides a scalable and resource-efficient solution for
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adversarial training of large models in cloud-edge systems, offering both theoretical

insight and practical mechanisms that advance the feasibility of robust Al at scale.
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