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Abstract

In the context of information technology deeply embedded in social interactions and transactional
activities, online chat records have become a representative and frequently used type of electronic
evidence in civil litigation. However, such evidence relies on specific technical environments and
is easily edited and tampered with, leading to long-standing issues of scattered standards and
unclear paths in judicial practice regarding evidence collection, examination, and evaluation of
probative value. The current system still shows deficiencies in notarization preservation, judicial
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authentication, platform assistance obligations, and technical assistance identification, making it
difficult to match the highly technological development trend of electronic evidence. Accordingly,
it is possible to achieve a structural reshaping of authenticity identification rules by optimizing
notarization and authentication mechanisms, clarifying the scope of assistance and procedural
obligations of chat software operators, and introducing trusted technical means such as
blockchain.
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